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A year after IBM released Lotus Connections 1.0, version 2.0 is out and there are lots of new features.
According to IBM, it's the fastest growing software product ever released. Trovus was the first organisation to
publish a guide to help companies get up and running with v1.0. Since then, IBM has greatly improved the
installation procedure for those who want to quickly try out Lotus Connections with the Pilot install. If anyone
simply wants to try out the features then we suggest they use this approach.

If, however, a more advanced installation is required, such as for a proof of concept, a test environment or a
production system it can still be pretty tricky. By popular demand, we have updated our installation guide to
cover Lotus Connections v2. Enjoy, and please let us know about your experiences with Lotus Connections.
This guide describes installing everything on a single machine, and is therefore not suited for production
environments. However, the principles outlined in this document can be applied to a production environment.
We've done our best to highlight where the install will be different for production by use of the word advanced.

I'd love to hear from you about how this can be improved, whether anything needs to be made clearer or whether
or not alternative OS’s, databases or LDAP directories should be added. If you find any errors (and I'm sure
there are some!) then please do let me know and I'll endeavour to correct!

| can be contacted at jon.mell@trovus.co.uk or on Facebook at http://www.facebook.com/p/Jon Mell/657095205.

You can follow my blog at http://jonmell.co.uk

This document is intended to assist those interested in IBM Lotus Connections to get the software up and
running on a single Windows machine using either Domino or Active Directory as an LDAP. It is our
understanding that you would need to be licensed separately to use Domino. You should note that Active
Directory mandates Windows 2003 — XP or Vista won’t cut it. Domino works fine on an XP Service Pack 2
environment. Note this document assumes a clean install. It makes changes to your system settings. For this
reason it is strongly recommended that you use virtualisation software such as VMWare to protect your machine
and the network it sits on from adverse affects.

Note — due to the availability of Domino | have not included instructions on setting up Tivoli Directory
Server as it was a pain. However, if there is demand for it email me and | will see what | can do.

Trovus takes no responsibility for either the material contained within this document or how such material may
be interpreted or used

Trovus does not accept liability for anything that may arise from or be said to arise from material contained within
this document

Copyright of the material contained within this document shall remain vested in Trovus at all times

This document and the material contained within it may not be reproduced, in whole or in part, except with the
consent in writing of Trovus

Any communication with Trovus whether oral or in writing which arises from this document or the material
contained within it shall not be deemed to mean that Trovus has taken on any responsibility or liability which has
been excluded by virtue of paragraphs 1 and 2.



You need to download everything listed in the base required software table.

If you want to install Profiles download the software in the profiles table.

You must then choose which LDAP server to use, Active Directory or Domino and download the software

accordingly.

Software Location

WebSphere Application | Part C87QTML from Passport Advantage
Server 6.1

WebSphere Application | Part C87PNML from Passport Advantage

Server 6.1 Supplements

Connections 2.0

Part C1FOSIE from Passport Advantage

Connections Database
Configuration and Profiles
Population Wizards

Part C1HA3IE from Passport Advantage

DB2 9.1 Fix Pack 4

http://www-1.ibm.com/support/docview.wss?rs=71&uid=swg21255394

This is actually a full install, so you don’t need to download and install another
copy of DB2 beforehand. You will apply a license key provided with
Connections.

Download Fix Pack for DB2 Enterprise Server Edition

No.| Description ‘@ |FI'P Fix Pack Information

4 |W9.1 Fix Pack 4 for
Windows (32 bit)

Mote: Flash! IBM response
to DB2 Version 5.1 server

DB2 Client security vulnerabilities.
+*
Language Independent | - |E PTF number: WR21396
DB2 Connect Personal Edition Build level:  sD71028
Prereguisite: V9.1 GA
Language Independent | * |E Signature: 5.1.400.355

Rel Date:13 Nov 2007
DB2 Connect Server Fiease bate o

Language Independent | + |E “f'—'ﬁtEiP{NF’;E’}L ':l_“ | text

B2 Enterprise Server Edition

Readmes (html)

Language Independent * P

Eelpace Motes | himly

WebSphere Application
Server 6.1 Updater

http://www-1.ibm.com/support/docview.wss?rs=180&uid=swg24012718

(download the Windows package — download.upddi.61017.windows.ia32.zip)

Note that 61017 may change as IBM release future versions

WebSphere Application
Server 6.1 Fixpack 13

http://www-1.ibm.com/support/docview.wss?rs=180&uid=swg24017334

Download these files (you don’t need to download the update installer requisite
as we are downloading above):

32-bit x86 AMD/Intel AppServer 6.1.0-WS-WAS-WinX32-FP0000013.pak
32-bit x86 AMD/Intel Plug-ins 6.1.0-WS-PLG-WinX32-FP0000013.pak
32-bit x86 AMD/Intel HTTP Svr 6.1.0-WS-IHS-WinX32-FP0000013.pak

6.1.0.11-WS-WAS-
IFPK60528.pak

http://www-1.ibm.com/support/docview.wss?uid=swg24019122
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Additional software required for Profiles

Software

Location

Windows 2003 install
disk or image

Microsoft or provided with server

Additional software required for Active
Directory install

Software

Location

Tivoli Directory
Integrator 6.1.1

Part C9666ML from Passport Advantage

Tivoli Directory
Integrator Fix Pack 3

http://www-
1.ibm.com/support/docview.wss?rs=697 &context=SSCQGF &uid=swg27010509#ver611

Additional software required for Domino install

Note if you wish to use an earlier supported version of Domino (7.0.2 or 8.0) you can probably get by with these

instructions

Software

Location

Notes 8.0.1 client

Part C19UOEN from Passport Advantage

Domino 8.0.1 server

Part C18XPEN from Passport Advantage
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You will need the following information. It is useful to print this sheet out and refer to it during the installation.
Where these tags appear in the document they need to be replaced with your values. If in doubt use the sample
values in this document.

Name

Description

Value

<wasadminuser>

Administrative userid to use for
the WebSphere console — eg
wasadmin

<wasadminpwd>

Password for <wasadmin> 0 eg
wasadmin

<winadminuser>

Administrator user id for Windows
2003 — eg Administrator

<winadminpwd>

Password for <winadminuser>

<hostname> Computer hosthname - eg
connections
<domain> Network domain for computer — eg

trovus.co.uk

<fullyqualifiedname>

Fully  qualified hostname  of
computer <hostname>.<domain> -
eg connections.trovus.co.uk

<db2install> Location of your DB2 installation - -
eg C:\SQLLIB

<db2user> Windows 2003 DB2 username — eg
db2admin

<db2pwd> Password for <db2user>

<wasinstall>

Location of your WebSphere
installation - eg
C:\WebSphere\AppServer

<httpinstall>

Location of your HTTP Server — eg
C:\HTTPServer

<httpuser> Username to administer HTT
server — eg httpadmin
<httppwd> Password for <httpuser>

<connectionsserver>

The name of the WebSphere
Application Server instance used to
install connections

<connectionsadmin>

The URL to
<connectionsserver>

administer

Provided by Connections installer

<connectionshome>

The URL to the Connections
homepage

Provided by Connections installer




<tdiinstall>

Installation directory for Tivoli

Directory Server — eg c:\TDI

<tdisol>

A subdirectory of your choosing
under <tdiinstall> where you will
extract TDISOL.zip from the Lotus
Connections install media

<ipaddress>

Your current IP address

<subnet> Your current subnet mask
<gateway> Your current TCP/IP gateway
<dns> Your current DNS servers

<domnioadmin>

Domino administrator

<dominopwd>

Password for <dominoadmin>

<orgname> Domino organisation name — eg
Trovus
<orgpwd> Certifier password used to register

users in Domino

<dominoinstall>

Install directory for Domino

<dominodata>

Data subdirectory for Domino

Log into a clean installation of Windows as the Administrator.

You must set up a computer name and domain before starting. Localhost will not work. To do this right click on

My Computer and click Properties




Adminisirator

\! Manage Your Server y Computer
Open

P Explore
- ( Windows Explorer &gontrol Panel &

Seatch...
Command Prompk

% Administrative  Manage

k‘é Printers and F Map Metwark Drive. ..
Disconnect Metwork Drive. .

@ Notepad g)) Help and SURE - Show on Deskkap
- Rename
I') Search

Properties

All Programs  »

Log Off @ Shut Down

|#istart | [ & |
Click the Computer Name tab and press Change

Under computer name enter <hostname> - eg connections

System Properties cd |
Computer Name Changes ed 4|

*r'ou can change the name and the memberzhip of thiz ardwsare
computer. Changes may affect access to network resources.

Remate

computer

LComputer name:

Full computer name:
connections. rovus. co.uk

More... |
ember of ange... I

© Diormair:

& workgroup:
IWDHKGHDUP

Ok I Cancel I

Ok | Cancel | Apply |

Click more — and now enter <domain> eg — trovus.co.uk. Do not leave this blank and do not include
<hostname>.
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System Properties ﬂil
Computer Name Changes: ﬂill Remte
DNS Suffix and NetBIOS Computer Name e |

Frirnary DMS zuffis of this computer:

¥ Change primary DNS suffis when domain membership changes

NetBIOS computer name:
ICDNNEETIDNS

Thiz name is uzed for interoperability with older computers and zervices.

] I Cancel

& Workaroup:
|w0 RKGROUF

ak | Cancel |

ak. | Cancel | Lpply |

Advanced: if installing over multiple machines in a production environment this step must be performed on all
machines.
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Press OK and OK again and you should be back at the Computer name tab showing your full hostname and
domain name. This should be the same as <fullyqualifiedname>.

System Properties ed B3

Advanced ] Automatic Updates ] Remate ]
General Computer Name l Hardware ]

., o Windows uses the fallowing infarmation ta identify wour computer
o an the netwark.

Computer description;

For example: "11S Production Server'' or
“Accounting Server.

Full computer name: connections trovus, co, uk

Wwiarkgroup: WORKGROUP

To rename this computer or join a domain, click Change.

& Chatges will take effect after you restart thiz computer.

ak. Cancel

Press OK and you will need to restart your machine.

Extract the media from v9fp4_win_ese.exe

Run setup.exe from the DB2 media.

From the DB2 Setup Launchpad click "Install a Product" from the left hand side.
Under DB2 Enterprise Server Edition click "Install New".

The install wizard will now launch. Click Next on the Welcome screen.

Accept the license terms and click next.

Keep Typical installation type selected and click next.



i'é" DBZ2 Setup wizard - DEZ Enterpri on - DBZCOPY1 =]

Select the installation type ? 2-

(o Y piC: Approximately 350 - 560 MB
" Compact: Approximately 260 - 400 MB
" Custam: Approximately 260 - 500 MB

r~Infarmation about the installation type

The typical setup includes basic database server function, database administration tools, and most product
Features and Functionality,

To add features For application development and other optional functionality later in the setup process, click
Custom,

InshallShizld

< Back | ek = I Cancel | Help |

Click Install DB2 Enterprise Server Edition on this computer and press next.

i'é DB2 Setup wizard - DB2 Enter _ |E| 5I
select the installation, response file creation, or both @1

The DEZ Setup Wizard can install DB2 Enterprise Server Edition on this computer, create a respanse file
that you can use to install this product on a computer later, or both,

I wou are setting up a DEZ Enterprise Server Edition (ESE) partitioned database environment, you can
also create a response file ta install DEZ on the other computers that will ack as database partition
Servers,

(% Inskall DEZ Entetprise Servet Ediion on this comput

" Save my installation settings in a response file

Mo software will be installed on this computer,

" Install DEZ Enterprise Server Edtion on this computer and save my settings in a response file

Response file name  |C\Documents and SettingshAdministratoriiy Documents\PROD_ESE. 1

InstallShisld

< Back | et = I Cancel | Help |

| tend to change the install directory to something more using friendly — change it if you like and press next. This
value is <db2install>.
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On Set user information set Domain to “None — use local account” and enter values you chose for your DB2 user
(<db2user> and <db2pwd>). These users do not have to exist. Ensure that the check box to use the same user
name and password for the remaining DB2 services is selected. Click next

i'é‘a DB2 Setup wizard - DB2 Enterprise Server Edition - DB2COPY1 0=
Set user information for the DB2 Administration Server @1

The DEZ Administration Server {DAS) runs on your computer ko provide support required by the DEZ2 toals,
Specify the reguired user information For the DAS,

User information

Dormain

User name Idbzadmln
Password I»«»«*w*w
Confirm password I»«»«*w*w

[¥ Use the same user name and password For the remaining DB2 services
InistallShield

< Back | [exk = I Cancel Help

On configure DB2 instances click next
=

Configure DB2 instances ii 3

The Following instances will be created during installation. You can customize the configurations by clicking on
the Configure button,

DE2Z Instances:

Configure. .. |

~Instance description

The default instance, DEZ, stores application data,

‘fou can build a partitioned database environment by instaling DBZ Enterprise Server Edition on
other computers, and specify that these computers participate in the default instance.

Inztallzhisld

< Back Cancel Help

R
\
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Leave Prepare the DB2 tools catalog unselected and press next

{i DB2 Setup on - DE2COPY1 I )] S

Prepare the DB2 tools catalog @

Certain DBZ toals such as the Task Center and scheduler require a DBZ kools catalog on one of the DBZ servers
in your environment, The DEZ tools catalog must be stored in a DEZ database.

I™ Prepare the DB2 tools catalog

Instance DEZ j
Database

& e [rooLsoe

| Existing I
Schema

& Hlew JsvsTO0LS

i~ Existing I |

InstallShield

< Back Cancel | Help |

=101

Set up notifications @

“ou can set up your DEZ server bo automatically send e-mail or pager notifications to alert administrators when a
database needs attention. The contact information is stored in the administration contact lisk, You need an
unauthenticated SMTP server to send these notifications.,

IF vou do not set up your DEZ server to send notifications at this time, the health alerts are still recorded in the
administration natification log.

I Set up vour DB2 server to send nokifications:

Iotification SMIF server

Administration contact list location

% [nral - Create a conbacs list o this computer

{ Remote - Use an existing conbact list on another DEZ server

Remote DEZ senver I

InshallShisld

< Back | et = I Cancel Help
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Deselect Enable operating system security for DB2 objects and click next.

X
Enable operating system security for DB2 objects ii 0
Specify if vou would like to enable operating system security for DEZ Files, folders, registry keys, and other
objects on your computer, IF wou enable this security, operating system access to DEZ abjects will be limited ko
the groups specified belaw,
Information on the DEZ administratars group and DEZ users group is available by clicking Help,
DEZ administrators group IDBZADMNS
DBZ users group IDBZUSERS
Installshisld
< Back | [ext = I Cancel Help
On the summary screen click install
i DB2 Setup wizard - DB2 Enterprise Server Ed - DB2COPY1 —10] x|

Start copying files ii 3

The DBZ Setup wizard has enough information to start copying the program Files, IF you wank to review or
change any settings, click Back. IF you are satisfied with the settings, click Install ko begin copying files.

Current setkings:

Product to install: DB2 Enterprise Server Edition - DB2COPY1 =

Installation type: Typical
DB2 copy name: DB2COPY1
Set as Default DB2 copy: Yes

Selected features:
TCPHP Listener
TCPHP
Named Pipes Listener
Mamed Pipes
NetBIOS Listener
NetBIOS
XML Extender samples
XML Extender
DB2 Wl Provider
Thin Client Cnde Server ﬂ

Installshizld

< Back | Install I Cancel | Help
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On a successful install you should see this screen. Click Finish.

i'.E- DBZ Setup wizard - DBEZ Enterprise Server Edition - DB 1‘

Setup is complete

DEZ Setup wizard has finished copying files to wour computer and has completed
all the required system configuration tasks, Shuk down all software programs
running on the system now, The programs can then be restarted and DEZ will be
ready for use, The install log is locaked in Ct\Documents and
SettingshAdministrakoriMy Documents\DEZLOGDEZ-ESE-Sat Jun 14 14_17_40
2008 log. Consult the log file to ensure that all tasks completed successFully.

If wou have not already done so, it is recommended that you complete the
post-install steps after installation,

Center based on the choices you made during this
installation. If you performed a typical or a compact
installation, verify that you can access the IBM Web
site using the internet. If you performed a custom
installation, verify that you can access the DB2
Information Center location specified during the

Verify that you have access to the DB2 Information j

[=]

r Autormatically launch the installation for I6M Database add-ins For Wisual Studia
2005 after the DEZ Setup wizard doses,

Click Finish o exit the DEZ Setup wizard.

= Back | Einish I Cancel |

From the DB2 First Steps screen that launches you can test your install if you wish by clicking the Database
Creation on the left hand side and click Create SAMPLE Database. EXxit the First Steps screen when done.

Apply DB2 License Key

You are licensed to use DB2 as part of Lotus Connections. This step licenses DB2 to be used exclusively with
Lotus Connections. If you have licensed DB2 separately, you should not perform this step, and consult whoever
in your organisation is responsible for DB2 licensing.

Click Start -> IBM DB2 -> DB2COPY1 (Default) -> Command Line Tools -> Command Window

Adminisiralor

\g Manage Your Server 5-! BlAtompitey

. »
o f Windows Explorer B’ etz Peme
% Administrative Tools r

Carmand Prompk

]_..\_ﬁ Prirters and Faxes

@ Motepad &M Lnle ~md SUEDOrE

A Windows Catalog
1“ Paint ﬂ Windows Update
Accessaries 3
Adminiskrative Tools  #
B EMD | G Command Editor
Starkup 3 General Administration Tools CZommand Line Processor
B8 adobe Reader 8 Infarmation
@ Intermet Explorer Monitaring Toals
Lﬁ] Cutlook Express Set-up Tools
.. Remote Assistance

Log OFf ED] Shut Down
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Navigate to the Lotus_Connections_Install directory on the Connections 2.0 media (part C1FOSIE from
Passport Advantage).

From the Lotus_Connections_Install directory type db2licm —a DB2.License\db2ese_o.lic

B2 CLP - DBZCOPY1

C:nexLotus_Connections_Install>db2licm —a DB2.License>dbZese_o.lic_

You should get the following successful result
¢+ DB2 CLP - DB2COPY1

C:wcwLotus_Connections_Install>dbZ2licm —a DB2.LicensedbZese_o.lic
LIC1482] License added successfully.

LIC14261 This product is now licensed for use as specified in the License ngee

ment and Llcenue Information documents pertaining to the licensed copy of this
roduct. USE OF THE PRODUCT CONSTITUTES ACCEPTANCE OF THE TERMS OF THE 1BH LICEN
SE AGREEMEMT AMD LICENSE IHFORMATION DOCUMENTS, LOCATED IN THE FOLLOWIMWG DIRECTO
RY: "C:~SQLLIB~licenze“en"

C:wcxLotus_Connections_Install>




Choose either to install Active Directory or Domino

Note this section changes your network settings and sets a static IP address. Use VMWare if in any
doubt. You may need your Windows 2003 media for this step.

From a command prompt run ipconfig /all and make a note of the following information:
IP Address — note this as <ipaddress>

Subnet mask — note this as <subnet>

Default gateway — note this as <gateway>

DNS Servers — note this as <dns>

slaFaced ARR FoHes Adapser
A0 -1 -3R




Click Start -> Control Panel -> Network Connections -> Local Area Connection

L Lol Area Coection Statis i
Conraoimn
Fishe
Lt m:ES
S 110 Gbes

i

] _oe |

Click Properties
L Lovcl Area Canection Propestiess 2ix
Conaral | fosbarbication | debeanced |

Connact unng:

|u ¥Magr dccceuded M0 POHA] [ Conkgue |

Ciwrd kar W icsarck Matwradcr
Pt Lo B skaraing
Fila wrd Fantmi Sharng Foa Mo ozall Hekearks

Dazrict )
T Condod Pt ok nkssred Prodoool. T s el

" thas conn rolicaban aas phan caneded
" Hollp g vihan mnhar inhad ar ma

ok | cmcd |

Click Internet Protocol (TCP/IP) and click Properties.

Click the "Use the following IP address" radio button and the "Use the following DNS Server addresses"
radio button

Enter:

IP Address with <ijpaddress>

Subnet mask with <subnet>

Default gateway <gateway>

DNS <ipaddress>

Do not fill in the DNS Server with <dns>. Instead this should be <ipaddress>.
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fers e put P stbnge ks sutveralicsly i peor ralrerk mpparts
i capeshalitsy, e, A R D0 aeks iR R RATL ity 0
Far lha spprapriska IF nlirgm.

I Dhbbain an [F sddramn sudceadic by
1V g s Folowdng P sdiess:

[F mccdramm : |I'i|.E.IM.I'.i'£.I.E'i|

Zybral ramnk: |.HE.HE.HE a

Dl galuras: ||-u.z.|u.m..z

% Ui tha lcicearg DMS A aodvanian:

Brefired DHS sara [ 1ea . 155 13

Hnsvns DR e |

aperest,.. |
covel |

Press OK then press Close.

Set up DNS

Active Directory requires you to have a Domain Name Server (DNS) service running on your machine.

Click Start -> Control Panel -> Add or Remove Programs
On the left hand side click Add/Remove Windows Components
Select Networking Services and press Details

Windows Components Wizard

Windows Components
rou can add or remove components of Windows.

To add or remove a component, click the checkbaox, A shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Detailz.

LComponents:
5 Management and Moritoring Taals 12.7 MB ﬂ
w7 Microgoft MET Framewaork 2.0 150.0 ME

‘M 5.1 Metworking Services

551 Other Metwork File and Print Services 6.4 MB
B R ernnte Installatinn Servines 2Nk j

Description:  Containg a wariety of specialized, network-related gervices and protocols.

Tatal dizk zpace required: 4.4 MB Dietails
Space available on disk: 463036 MB —

< Back | MHext > | Cancel |
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Select Domain Name System (DNS) and press OK

Metworking Services |

To add or remaove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metworking Services:

.:.J. Dwnamic Hozst Configuration Pratocol [DHCP) 0.0 b4
.:.J, Internet Authentication Service 0.0 B
.:.J. Remote Accers Quaranting Service 01 e
w2 RPC aver HTTP Prasy 0.0 ME
.:.J. Simple TCPAP Services 0.0 B
JHwindows Intermet Mame Service fWINS] 0.9 B ﬂ
Dezcription:  Sets up a DMS zerver that answers guery and update requests for DMNS
Narmes.
Total disk space required: 6.1 MB
Space available on disk: 463036 ME

] | Cancel |

Networking services should now have a grey checked box. Press Next. Set up may require you to enter the
location of your Windows 2003 media or install image during this step.

Windows Components Wizard

Windows Components
rou can add or remove components of Windows.

To add or remove & component, click the checkbox & shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Dretails.
Lomponents:
21 Management and Manitoring Toals 13.7 MB ﬂ
< Microsoft MET Framework 2.0 150.0 MB
&1 Metwarking Services
jj Other Metwork. File and Print Services E.4 MB
B B ermnte Installatinn Senvines 2Nk ﬂ

Description:  Containg a wariety of specialized, network-related gervices and protocols.

Total dizk zpace required: E.1 MB
Space available on dizk: 46302.6 MEB

< Back Mest = Cancel




After a few moments you should see a successful completion screen. Press Finish
Windows Components Wizard |

Completing the Windows
Components Wizard

rou have successfully completed the Windows
Components ‘wizard.

To close thiz wizard, click Finizh.

Close Add or Remove Programs.



Click Start -> Administrative Tools -> DNS

& dnsmgmt - [DNS',CONNECTIONS]

o] x|
»J?-l-. File  Action Wew ‘Window Help ‘ 8| =
e~ mm2ml8 0

o
= B COMMECTIONS -

@ Event Viewer Y
Forvard Lookup Zones \y Configure a DNS Server
[+ Reverse Lookup Zones

The Domain Mame System (DNS) is & hierarchical naming system used For locating computers and

nebwork services, DMS is best known for translating friendly DNS domain names to I addresses and
network services,

This DS server has not been configured. Configuration includes creating Forward and reverse lookup
zanes and specifying root hints and Farwarders.

To configure the DNS server, on the Action menu, click Configure a DS server,

Left click Forward Lookup Zones.

Right click Forward Lookup Zones and click New Zone...

| O DOMSEL T I8 Forsard Leokug: Fomas |

-1a x|

& e foton Wew Windie  Beo =lol =

==+ BHEB EE @ 0H

ENT

= cowrecrions
L] Evunk W
o e 2o
| Farssrim Lochup Tora

pimmi (DM alcem & DHS rasrampscnba b draded nic roran. Esch zona staran
oF Fire N s [RG dorew

iy et i rese, gk Mesa Jone.

[Crashe oA zone,

Click next on the welcome screen of the New Zone wizard.
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On the Zone Type screen keep Primary Zone selected and press next.

Mew Zone Wizard x|

Zone Type
The DMS server supports various types of zones and storage,

Select the tvpe of zone wou want to create:

-
Creates a copy of a zone that can be updated directh on this server,

(" Secondary zone

Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance.

" Stub zone

Creates a copy of a zone containing only Marme Server (NS), Start of Authority
(504), and possibly glue Host (&) recards, & server containing a stub zone is nok
authoritative for that zone.

-

< Back | Mext = | Cancel Help

In Zone name enter <domain>. This should just be the domain name (eg trovus.co.uk) and not include the
hostname. Click Next.

Mew Zone Wizard x|

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DMS namespace For which this server is
authoritative, It might be your organization's domain name (for example, microsoft, conm)
or a portion of the domain name (For example, newzone. microsoft,com), The zone name is
niok the name of the DNS server,

Zane name:

trwus.cu:u.uk]

Faor more information about zone names, click Help,

< Back | Mext = | Cancel Help




Leave the Zone file settings as the default and press Next

MNew Zone Wizard x|

Zone File
‘ou can create a new zone file ar use a file copied Fram another DMS server,

Do you wank ko create a new zone file or use an existing file that vou have copied
from another DS server?

(% Lreate a new file with this file name:

| travus,co.uk.dns

" Lse this existing File:

To use this existing file, ensure that it has been copied to the folder
%YeowstemRoot% system32 dns on this server, and then click Mext.

< Back | Mewxt = | Zancel Help |

Allow both nonsecure and secure dynamic updates and press Next

MNew Zone Wizard x|

Dynamic Update
ou can specify that this DNS zone accepts secure, nonsecure, ar no dynamic
updates,

Dvnamic updates enable DMS client computers ta register and dynamically update their
resource records with a DNS server whenever changes occur,

Seleck the bvpe of dvnamic updates wvou want to allow:

~
This option is available only For Active Directary-integrated zones.

{+ {Allaw both nonsecure and secure dynamic updates;
Dyvnamic updates of resource records are accepted From any client.

L\ This option is a significant security wulnerability because updates can be
accepted from untrusted sources,

" Do not allowe dynamic updates
Dvnamic updates of resource records are not accepted by this zone, You rmust update
these records manually.

< Back | Mewxt = | Zancel Help




On the summary screen press Finish

Mew Zone Wizard

Mame:
Tvpe:
Lookup kype:

File name:

trowus.co.uk
Primary

Forward

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard, You
specified the Following settings:

trovus,co.uk.dns

Mote: You should now add records to the zone or ensure

that records are updated dynamically, You can then wverify
name resolution using nslookup.

To close this wizard and create the new zone, click Finish,

< Back Cancel Help
You should have a zone created that looks like the following
é dnsmagmt - [DNS', CONNECTIONS' Forward Lookup Zoi =] 3]
&, Elle  Action  iew ‘Window Help _18x]
& B ®
3, DNS
=[] COMNECTIONS
N Mame | Type | Data
+-{gu] Event Viewer m
=1 Forward Lookup Zanes E| (same as parent folder) Start of Authority (SO [1], connections. trovus.co....
o brovus.co.uk (same as parent Folder) Mame Server {NS) connections.trovus.co,uk,
1 Reverse Lookup Zones [£] connections Host: (A)

192,168,155.129




If you want to enable your machine to use a ‘real’ DNS server (it won’t be able to access the internet unless you
do) then right click on your server (eg CONNECTIONS) on the left hand tree and click properties. Click the
Forwarders tab on the properties screen.

CONMECTIONS Properties il

Diebug Logaing ] Event Logging ] Moniboring ]
Interfaces Farwarders l advanced ] Rook Hinks ]

Forwarders are servers that can resolve DRI queries nok answered by
this server, Forward queries For names in the Following DMNS domains.,

NS domain:

To add a forwarder, select a DNS domain, type the Forwarder's IP address
below, and then click Add.

Selected domain's Forwarder IR address lisk:

Mumber of seconds before Forward queries time out: | 5

| Do not use recursion For Ehis damain

(8] 4 Cancel |

lewarding dialogue



Enter <dns> in the Selected domain’s forwarder IP address list box and press Add

CONMECTIONS Properties il

Diebug Logaing ] Event Logging ] Moniboring ]
Interfaces Farwarders l advanced ] Rook Hinks ]

Forwarders are servers that can resolve DRI queries nok answered by
this server, Forward queries For names in the Following DMNS domains.,

NS domain:

All akher DN domains e, ..

To add a forwarder, select a DNS domain, type the Forwarder's IP address
below, and then click Add.

Selected domain's Forwarder IR address lisk:

192.165.155.2

Mumber of seconds before Forward queries time out: | 5

| Do not use recursion For Ehis damain

2K, iZancel | apply

Click OK.
Close the DNSMGMT screen.

lewarding dialogue



From a command prompt run dcpromo
You should see the Active Directory installation wizard welcome screen. Click Next.

You will then see a screen about Operating System Compatibility. Click Next.

On the Domain Controller Type screen leave Domain controller for a new domain selected and press Next.

Active Directory Installation Wiza

Domain Controller Type
Specify the role you want thiz zerver to have.

Do pou want this server bo become a domain controller for a new damain or an
additional domain controller for an edisting domain?

(¢ Domain controller for & new domaire

Select thiz option to create a new child domain, new domain tree, ar new fonest,
Thiz zerver will become the firgt domain contraller in the news domain,

(" Additional domain controller for an existing domain
L\., Froceeding with thiz option will delete all local accounts on this server.

&l cruptographic keys will be deleted and should be exported before
continLing.

Al encrypted data, such az EFS-encivpted files or e-mail, should be decrypted

before continuing or it will be permanently inaccezzible.

< Back Hent »

Cancel

X




On the Create New Domain screen leave Domain in a new forest selected and press Next.

Active Directory Installation Wizard x|

Create Mew Domain
Select which tupe af domain to create.

Create a new:

(o Dormain in a new foresk

Select thiz aption if thiz is the first domain in paur organization ar if pou want the new
daomain to be completely independent af pour current forest.
(" Child domain in an existing domain tres

[F yau want the new damain bo be a child of an exizsting damain, select thiz option.
For example, you could create a new domain named
headquarters. example. microzoft. com as a child domain of the damain

examnple. microzoft. com.

" Damain tree in an existing forest

[F you don't want the new domain to be a child of an existing domain, select thiz
option. This will create a new domain tree that iz separate from any existing trees.

< Back | Hest = | Cancel |

In New Domain Name enter <domain> (eg trovus.co.uk). Click Next.

Active Directory Installation Wizard x|

Mew Domain Hame
Specity a name for the new domain.

Type the full NS name far the new domain
[tor example: headquarters. example. microzoft com).

Full DMS name for new domain:

|tn:uvus.u:u:u.uk|

< Back | Hest = | Cancel




Accept the default Domain NetBIOS name and press Next.

Active Directory Installation Wizard x|

MetBl10S5S Domain Hame
Specity a HetBIOS name far the new domain.

Thiz iz the name that uzers of earlier versions of \Windows will uze ta identify the new
domain. Click Mexst to accept the name shown, or tppe a new name.

Damain MetBIOS name:

< Back | Hest = | Cancel |

Accept the default Database and Log folders and click Next

Active Directory Installation Wizard x|

Databaze and Log Folders
Specity the falders to contain the Active Directary database and log files.

For best performance and recoverability, store the databasze and the log on separate
hard disks.

Wwihere do pou want to ztore the Active Directory database?

Databasze folder:
C:Waf MDD ST DS Browsze...

Wwhere do pau want to stare the Active Directary log?

Laog falder:

CAWIMDDWSSHTDS Browse...

< Back | Hest = | Cancel




Accept the default Shared System Volume and press Next

Active Directory Installation Wizard x|

Shared System Yolume
Specity the faolder ta be shared as the spstem valume.

The SSVOL folder stores the server's copy of the domain's public files. The contents
of the SYSVOL folder are replicated to all domain controllers in the domair,

The S5V 0L folder ruzt be located on an MTFS wolume.
Enter a location for the SYv'SYOL folder,

Folder locatian:

Browsze. .

< Back | Hest = | Cancel |

Check you have a successful DNS Registration Diagnostic and press Next

Active Directory Installation Wizard x|

DMS5 Registration Diagnostics
Werfy DNS suppart, or inztall DNS on this computer.

Diagnostic Results

The reqistration diagnoztic haz been run 1 time.

DMS registration support for this domain controller has been verfied. To continue, click
et

Details

The primary DMNS zerver tested waz: connections. trovuz. co.uk [192.168.155.129]
The zone wasz: trovus.co.uk

The tezt for dynamic DMS update support returned:
"The operation completed successfully.*

< Back | Hest = | Cancel




On the Permissions screen leave Permissions compatible only with Windows 2000 or Windows Server 2003
operating systems and press Next.

Active Directory Installation Wiza x|

Permizsions
Select default permizsions for user and group objects.

Some zerver programs, such as Windows NT Remote Access Service, read information
stored on domain contrallers.

" Permigsions compatible with pre-windows 2000 server operating systems

Select thiz option if you run server programs on pre-windows 2000 server operating
systerns or on wWindows 2000 or Windows Server 2003 operating systems that are
rnernbers of pre-windows 2000 domains.

L\u Anonymous ugers can read infarmation on thiz domain.

{* Permizsions compatible only with \windows 2000 or Windows Server EDDSE
operating systens ;

Select thiz option if you run server programs only on Windows 2000 or Windows
Server 2003 operating spstems that are members of Active Directory domainz. Only
authenticated ugers can read information on this domain,

< Back | Hest = | Cancel |

Enter a memorable restore password and press Next

Active Directory Installation Wiza x|

Directory Services Restore Mode Administrator Password
Thiz password iz ugzed when you start the computer in Directany Services Restore
hdode.

Type and confirm the password you want ko assign to the Administrator account uzed
when thiz server is started in Directory Services Restore Mode.

The reztore mode Adminiztrator account iz different from the domain Adrminiztrator
account. The pazswords for the accounts might be different, so be sure to remember

bath.
Restore Mode Password: |'"“n"'u
Confirm password; |""uu

Far more infarmation about Directory Services Restore Mode, see Active Directarn Help.

< Back | Hest = | Cancel




On the Summary screen click Next

Active Directory Installation Wiza x|

Summary
Review and confirm the options pou selected.

Y'ou chose ko
Configure this server as the first domain controller in a new forest of domain rees. J

The new domain name iz trovus. co.uk. This iz alzo the name of the new forest.
The MetBl0S name of the domain iz TROWS

Databaze folder: C:AWINDOWSANTDS

Lag file falder: C:AWINDOWSSHNTDS

SSYOL folder: C:MWAMDOMWSASYSWOL

The paszword of the new domain adrministrator will be the zame az the pazsword of
the adminiztrator of thiz computer.

[]

To change an ophion, click Back. To begin the operation, click Mest.

< Back | Hest = | Cancel |

Active Directory configuration should start. This should only take a few minutes.

You should see a successful completion screen. Click Finish.
Active Directory Installation Wiza x|

Completing the Active Directory
Installation Wizard

Active Directory is now installed on this computer far the J
domain troseus, co.uk,

Thiz domain contraller iz aszigned ta the site
Default-First-Site-Hame. Sitez are managed with the
Active Directory Sites and Services administrative tool.

To cloze thig wizard, click Finizh,

| Finizh |

You will then be asked to restart your machine. Note in future restarts you will have to change the Domain
on the log in screen before entering your username and password!




Log back in as the Administrator and go to Start -> Administrative Tools -> Active Directory Users and
Computers

4% Active Directory Users and Computers -3 x|

@ File | Action ‘iew Window Help | = Iﬁllﬂ

= W B R @2mieEsvTaEn

@ Active Directory Users and Computer 00001 g0 FE 20T B i e o g

] saved Queries —

@ Iame Type Description |
broveus. oo,k

|_d5aved Queries Falder to store wour Favar. ..

@trovus.co.uk Domnain

K I o]
| | |

Exapnd your domain and click on Users to confirm that your <winadminuser> and <db2user> are present in the
Active Directory

Active Directory Users and Computers = Ellﬁl
@ File Action ‘Miew Window Help |_|_|- 2 1'
= | mm 4 e|x

@ Active Directary Users and Computer
[#-[_] saved Queries

E--@ broveus. oo,k

+)-__] Buitin "
[_] Computers ﬂECert Publishers  Security Group ... Members of this group are...
{<5] Domain Cortrallers £} db2admin User

|_] ForeignSecurityPrincipals !ﬁDnsndmins Security Group ... DMS Administrators Group

DrsUpdatePr... Security Group ... DMS clients who are permi...
Domain Admins  Security Group ... Designated administrators. ..
!ﬁDomain Com... Security Group ... All waorkstations and serve...

ﬂEDUmain Cont... Security Group ... All domain controllers in th...
mDomain Guests  Security Group ... All domain guests
Domain Users  Security Group ... 8l domain users

@Enterprise A... Secwrity Group ... Designated administrators. ..
!ﬁGrouD Palicy ... Security Group ... Members in this group can...
%Guast User Built-in account: for guest ...
ﬂEHe\pServices... Security Group ... Group For the Help and Su...
@RAS and [AS ... Security Group ... Serversin this group can ...
@Schema Admins  Security Group ... Designated administratars. ..
%SUPPORT_SS. .. User This is a wendor's account ...
@Telnetclients Security Group ... Members of this group ha...
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Create some users

Right click on Users, click New and click User

Mew Object - User

ﬁ Create in:  trovuz co.uk/lzers

Eirst narme: |ritials: I

Last name:

Full narme:

Uzer logon name:

I (@trovus. co.uk

Uzer logon name [pre-Windows 2000];

ITFIENLISR |

¢ Back |

et

Cancel
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Add some users so that we have some people to log in once Connections is installed. Note that their login will
just be their User logon name, not with the email domain appended. So here the Lotus Connections login name
is jon.mell —not jon.mell@trovus.co.uk. Click next.

New Object - User x|

ﬁ Create in:  trovus co.uk/Uzers

First name: Jon Initialz: I

Last narme: kel

Full name: Jon Mell

Uzer logon name:

o e I (@kroveusz. co.uk j
Uzer logon name [pre-windows 2000);
TROWUSY Iin:un.mell
< Back Mewt = Cancel
Page 37
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Enter a password and use the following settings. Note Active Directory requires 8 digit passwords with a
number, a lowercase character and an uppercase character.

New Object - User |

ﬁ Create in:  trovuz co.uk/lzers

Paszword: TIIITIIY

Confirm pagsward: TTITIIL

[ User must change password at next logon

[ User cannaot change password

[ Account iz dizabled

¢ Back, I M et » Cancel

Click Next and then Finish.
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Double click on your newly created user.

Jon Mell Properties il

Mermber Of I Drial-ir I E reeiranirmett I Sesziong I
Rermote control I Terminal Services Profile I COM+
General | Address I Account I Frafile I T elephones I Crganization

ﬁ Jon Mell

First name: Im |iitials:

Lasgt narne: f el

Digplay name: Jon Mell

Dezcriphion:

Office:

T elephone number: Other...

E-mail:

Web page: Other...

aF. Cancel Lyl
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Add an email address (it does not have to be valid). Note that all Connections users must have an email
address. They will not be able to log on without one.

Jon Mell Properties o

tember Of I Dial-in I E revironment I Seszzionz I
Rermaote contral I Terminal Services Prafile I COmM+ I

General | Addresz I Account I Prafile I T elephones I Crganization
ﬁ Jon Mell

Firzt name: Jon Iritials:

Last name: kel

Digplay name: Jon Mell

D escrption:

Office:

T elephione nurmber: Other... I

E -rail: [, melf@trous, co.uk,

YWieb page: Other. . I

Ok, Cancel Apply

Click OK and create some more users if you wish, but remember to give them email addresses after you create
them. The fact that the user login is in the form of an email address does not count!
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If you wish to add organisation hierarchy information (for use in Profiles for example) then click the

Organization tab and management information.

To do this click the Organizaiton tab

Jon Mell Properties 2
ermber OF | Dial-in | Environment | Sessions |
Remote contil | TeminalServicesProfle | COM+ |
General I Address | Account I Prafile I Telephones  Drganization
Title: |
Department: I
LCompary: I
[ Manager
Hame: I
Eraperties LClear
Direct reports:
0K | Cancel | Apply I

Click Change. Enter the name of the user’'s manager.

Select User or Contack

Select this object tppe:

Il=er

Erom thiz location:

2| x|

Object Types. ..

broteLz. co.uk

Enter the object name to select [examplez]:

Locations. .

Jon Mell

Check Mames

Advanced... |

Ok

Cancel

Click Check Names and click OK.
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Install Domino

Note that Domino does not appear to be included in the Passport Advantage package for Connections 2.0 that
suggests you are not licensed to use it as an LDAP unless purchased separately. Either obtain a license or use
a different LDAP.

Install Domino Server

Run setup.exe from the Domino media. Click Next on the Welcome screen. Accept the license terms and click
Next.

Enter an installation directory for Domino and ensure the Partitioned servers check box is not selected. This is
<dominoinstall>

B! Lotus Domina Installer o ] [
e

Click Mext to install "Lotus Daminag" to this directary, or click Browse to install to
a different directary.

Frogram Files Directory Mame
|C:IDOmin0

Browse |

[~ Install Domino Partitioned servers

InstallShield

= Back | Mext = | Cancel |

Click Next. The data files directory name is <dominodata>.
] =10l =]

Click Mext to install "Lotus Daminag" to this directary, or click Browse to install to
a different directory.

Data Files Directory Mame
|C:1D0min0‘tdata

Erowse |

InstallShield

= Back Cancel

Click Next.
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Select Domino Enterprise Server.

I Lotus Domino Installer _ |D|l|

——— =

Choose the setup type that best suits your needs.

|»

" Domino Utility Server
"'-'" Installs a Domino server that provides application services only.
[ Mote that it does not include support for messaging services. See
full licensing text for details.
" Daming Messaging Server

"'-"' Installs a Domino server that provides messaging senices. Mote
[ thatit does notinclude support for application services or Domino
clusters.

' Domino Enterprise Server
=2 Installs a Domino server that provides both messaging and
[ application serices.

" Customize Doming Server
';-iﬁ Allows you to select the features you want to install.

£ -l

InstallShield

Click Next and click Next again on the confirmation screen to begin the installation.
completion screen if successful.

B Lotus Domino Installer - |D|ﬂ

T =

Please read the summary information below.

The InstallShield Wizard has successfully installed Lotus Domino, Choose
Finish to exit the wizard.

InstallShield

= Back Text =

Click Finish
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There should be an icon for Lotus Domino Server on your desktop. Double click this (if not, launch Domino by
clicking Start -> All Programs -> Lotus Applications -> Lotus Domino Server)

You should see this screen.

x
@ welcome to Domino Server Setupl VLN software

You are aboutto set up a new Lotus Domino Server.

Setup will agk vou a few questions and suggest default options whenever possible to quickly and
easily setup your Domino server.

To change the fontfor your language settings, click "Fonts..." Fonts... |

To continue with Setup click Mext.

Help | < Back |

Click next and select Set up the first server or a stand-alone server.

x

ﬂ First ar additional sereer? Lotus ENMGEN

Cancel |

|z thiz Damino server the first zerver or a stand-alone zenver, or should it join an existing Damino
domain ag an additional zerver? (4 Domino domain iz a collection of Domino servers and users
within an organization).

ﬁ & Setupthe first server or a stand-alone server
Thiz will zetup a new Damino Server and a new Damina damain.

ﬂ% ™ Set up an additional server

Thiz will zetup an additional Domino server into an existing Domino domain. Thiz
requires that the server iz already registered in the Domino Directory (You may need
to obtain additional information from vour Domino administrator).

Help | < Back | Mest > I Cancel
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Click Next and enter a Server name. We suggest <hostname>. You can leave Server title blank and do not
check | want to use an existing server ID file.

Advanced: if installing LDAP on a separate machine use the LDAP server’s hostname

x4
a Provide a server narme and title TN software

You must provide a unigue name for yvour new Domino server. Carefully chooze the server name;
wau canhot eazily change it later. By default, Setup recommends thatwou use the computer's host
name as the server name.

E Server name: connections

Far example: Salesl

Optional: Provide a short title which describes the purpoze orfunction of this zerver. (Y'ou can
always change thiz information later in the Domina Directonyd)

Senver title:

For example: Corporate Sales Server 1

Ll,".?‘i] [ lwantto uze an existing serer |0 file:
Help < Back ‘ Mest > | Cancel ‘

Click next, and enter an Organisation name. This can be the name of your company (eg Trovus) and does not
have to correspond to any network or user on the system. We recommend, however, that it is between 5-8
characters long. This is <orgname>.

Enter <orgpwd> as your Organization Certifier password. Do not check | want to use an existing certifier ID file

x

a Chooze your arganization name TN software

The organization name is usually vour company hame. It becormes part of each zerver and uzer
name. Do not choose a long organization name. For example, instead of Acme Corporation, use
Acrne,

Qrganization narme Trovus

Minirmum of 3 characters

This server's final name will be: connectionsTrovus
Atypical user name will be: SYSTEM Trovus

Qrganization Cerifier pazswaord: Confirm password:
|1?1?1?ﬂ‘1"1? THEEFTH

Minirmum of & characters

LE".'_J,«’] [ lwantto use an exizting cerifier 1D file:

To gpecifty additional organization settings click Customize. Custamize...

Il

Help < Back ‘ Mest > | Cancel




Click Next and enter a Domino domain name. Note that this is completely different from your network domain or

<domain>. It can be your Organisation name you entered earlier, and unless you have any reason no to we
recommend you keep these the same.

x
a Choose the Domino dornain harme (TN software

Az part of setting up the first Domino server. Setup creates a new Domino domain, which is a
collection of Damino servers and users that share the zsame Domino Directony.

The Domino domain name can be the same as the organization name. Choose a short domain
narne.

% Domina domain name ITrovus|

For example: Acme

Help | < Back | et » I Cancel

Click Next

Enter <dominoadmin> as the Last name and <dominopwd> as the Administrator password. Leave all other fields
blank and do not check any checkboxes.

x4
@ Specify an Administrator name and password T software

To create the Administrator's 1D, you must provide the administrator's name and password. You
can uze the name of a specific pergon, or a last name only to create a generic Administrator [D
that can be used by several peaple.

@ First name: kdiddle: Last hame {or generic account name):
we I Idomadmin
:C Adminizstrator password: Confirm pazsward:
ITWTKTT I‘K'KTT‘K'K'

Minirmum of & characters

The Administrator 1D file will be stored ingside the server's Domino Directory.

[ &lso save a local copy of the (D file: Browse. .

CiDomincidataladrmim.id —l

[ lwantto use an existing Administrator 1D file: Browse...
CiDaminaldataladmin.id

Help | < Back | Mest > I Cancel |

Rewarding dialogue



Click next. Check Directory services and uncheck all the others.
x|

a what Internet services should this Domino Server provide? (TN software

Select the Internet zervices thiz Domino server will provide. Bazic Motes and Domino services are
zet up by default. (You can always change these options later in the Domino Directond).

% Setup Internet services for:

[ Web Browsers (HTTP servicesk
[ Internet bail Clients (SMTP, POP2 and IMAP services)

¥ Directory services (LDAP services)

To customize all other Domino services, click Customize. Custornize... |

Help | < Back | MNewt > I Cancel |

Click Next. Most people don’t use NetBIOS so we recommend this is disabled.

x
a Domino network settings (ITLN software

Setup haz reliably detected the following network ports on thiz computer. To add additional ports,
click Customize (You can change all zettings later in the Domino Directony).

Enabled port drivers: TCRIF, MetBlOS aver TCFIIP

Setup suggests the host name to uze in the Domino Directary for thiz Domino server based an
this computer's network name.

@ Host hame: connections trovus. co.uk

To custamize the network settings. click Custarize. Custornize... |

Cancel |

Help | < Back

Click Customize...

Rewarding dialogue



Deselect NetBIOS over TCP/IP and ensure that TCP/IP remains selected.

Advanced Network Settings

i

the host hame or change options, click inzide the row.

To enable a netwark port driver an this Domino zerver, click the checkbox and provide a host name. To edit

| Matesz Part Driver

Port driver will be enabled.

Twpe the fully qualified internet host name far this Domino server:

Mates Hetwork [Editable] I Hozt Mame [Editable] I Encrypt | Compress l
v TCPIP TCPIP Metwork connectons.trovus.co.uk [ r
f'-letEIIIZ:Zl! over TCRIP  [NetBIOS over TCRIP Metw 1

Icunnedinnx.truvus.cu.uk

Faor example: hoztl .acme.com

ok |

Cancel Help
Click OK.
Check that NetBIOS over TCP/IP does not appear in the Enabled Port Drivers
x|

a Domino network settings

TN software

Setup haz reliably detected the following network portz on this computer. To add additional ports,
click Custormize (You can change all settings later in the Domino Directony).

Enabled port drivers: TCRIP

Setup suggests the host name to use in the Domino Directany for thiz Domino server based on
thig computer's netwark name.

@ Hozt name:

conhections trovus.co.uk

To customize the network settings, click Customize.

Help |

< Back MNewt »

Cancel

Click Next

Rewarding dialogue



Ensure that both check boxes are selected on this screen

Server Setup x|
a Secure your Dorming Sereer (TN software

Toincrease gecurity and prevent unauthenticated access of databaszes from the Internet, Setup
recormmends to configure Access Control Lists of all databazes and templates to prohibit
ANonymous access.

¥ Prohibit &nonvmous access to all databases and templates

Far better managability and administration, Setup will add the system group
"LocalDomaingdmins with "WManager” accezz to all databaszes and termplates.

¥ Add LocalDomainddming group to all databases and templates

{If wou are not gure, leave both options selected)

Help | < Back | Newt > I Cancel

Click next.

Review the summary screen

x

a Flease review and confirm wour chosen server setup options TN software

Fleaze review the following options you have chozen for your Domino server zetup:

Setting I Current selection
Servername connectionsTrovus
Servertype Set up the first server or a stand-alone zerver
Data directory or partiti... ClDominoldata
Qrganization name Trovus
Doming domain name  Trouvs
ACL Prohibit anonymous access to all databazes and termplates.
Svyztem Group LocalDomainAdming created with "hManager” access to all termplates..

To make any changes, click "Back".

To setup vour zerverwith the above options, click "Setup”.

Help | < Back

Press Setup.

Cancel

Rewarding dialogue




You should see this screen on completion.

Server setup

Setup surmmany

Press Finish
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Extract the Notes 8.0.1 media. Ensure your package contains the Domino Administrator as well as the Notes
Client (see required software above). Run setup.exe

Click Next on the Welcome screen.

Agree to the license terms and click next.

Enter your name and the name of your organisation and click Next.
Accept the default installation and click Next.

Ensure that Sametime is deselected and Administrator is selcted

i'.E!,IJ Lotus Motes 8.0.1 - Install Wizard il

Custom Setup [

Seleck the program Features you want inskalled. I

Click. on an icon in the lisk below to change how a Feature is installed.

- Feature Description

Sametime provides secure
instant messaging.

Mokes Client

Dormino Designer
Domino Administrakor
Ackivities

Camposite Application Editar
IEM Lokus Svmphony
Sametime (integrated)

This Feature requires OKE on
vour hard drive,

Help Space < Back I Mext = I Cancel

Click Next.
Deselect Make Notes my default email program
Click Install.

When completed click Finish.

Rewarding dialogue



Start Domino server. There should be an icon for Lotus Domino Server on your desktop. Double click this (if not,
launch Domino by clicking Start -> All Programs -> Lotus Applications -> Lotus Domino Server)

You should see something like this

.connections,.-"Trovus: Lotus Domino Server

A6-14-2088 B6:26:34 PM  REnBMgr: Done validating schedule datahase

B6.-14-2008 B6:26:34 PM Informational, vebuilding view — no container or
reading C:“Dominosdatasnames.nsf view note Title:’ (SLDAPRDHMHier>*" >

A6/14-2088 B6:26:34 PM Informational. rebuilding view — no container op
reading C:\Dominosdatasnames.nsf view note Title:’ (SLDAPS>»’>

B6-14-28008 A6:26:34 PM  Informational, rebuilding wiew — no container or
reading C:\Dominosdata~names.nsf view note Title:’(SLDAPG>»’>

B6-14-2808 B6:26:35 PM  Informational, vebuilding wiew — no container or
reading C:sDominosdatasnames.nsf view note Title:' (SLDAPAlias>’>

061472088 B6:26:35 PM LDAP Server: Serving directory names.nzf in the trowvusz.c
o.uk Internet domain

B6-14-2008 B6:26:35 PM LDAP Schema: Started loading...

A6 /142088 B6:26:3% PM SchedMgr: Done validating schedule database

B6.-14-2088 B6:26:=36 Event: Setting up default monitors in Monitoring GConfigu
ration database.

B6-14-28008 BA6:26:37 AMgr: Executive ‘1’ started. Process id *1148°

b6 142008 06:26:40 Event: Upgrading the design and data of EUENMTS4_MSF.._.
A6 /1472088 B6:26:-41 LDAP Schema: Finished loading

B6.-14-2008 B6:26:-42 Started verifying directory tree on ‘names._nsf’__.

A6 /1472088 B6:26:-42 Finished verifying directory tree on ‘names.nsf’
B6-14-2008 B6:26:43 LDAP Server: Started

B6 /1472088 B6:27:12 Event: Creating the Domino Domain Monitor (8> database.
A6.-14-2088 B6:27:13 Created Domain Monitoring Database from template,. verify
ACL as changes may have been lost

Start Domnio Admin. There should be an icon on the desktop — if not it's Start -> All Programs -> Lotus
Applications -> Lotus Domino Administrator 8.

On the client configuration screen click Next

Enter <dominoadmin> for Your Name and <fullyqualfiedname> for the Server
Advanced: if installing across multiple machines use the LDAP server’s hostname
Ensure | want to connect to a Domino server is selected

IB™ Lotus Notes 8.0.1 Client Configuration H B

Depending on how you will uze Notes, vou may only need o enter
your hame and the Doming server vou will uze.

“our name

||:||:umadmin

For example: tary Smith

Dlaming server

|u:u:unnec:tiu:uns.tru:uvus.u:u.ukl

) For example: Maple/BM
Lotus. Domino 8

[w | want to connect to a Domino zerver.

- Previous Mext = Cancel

Click Next



Enter <dominopwd> when prompted

Lotus Notes x|

lzer name: domadrin, T rovus

2| HOOOOOOOO000000O0O0N
Vio— Pazzword:
? Lagln | | Cancel
Click Log In
Deselect Setup instant messaging
IB™ Lotus Notes 8.0.1 Client Configuration H R

[ Setup instant mezzaging

niztant messaging SEMVEr nane

For example: (MServerdBR

Bt Wwhen to connect
[1533 At Notes logen |
Pratacal
IM IDirect connechon uzing IBR Laotuz Sametime protocal j
| Progy Settings. . I
|*( Previous I | Mext }I | Cancel
Click Next
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Leave everything deselected.

IBM Lotus Motes 8.0.1 Client Configuration

Pleaze select the services vou would like to configure;
[ Intemet mail servers [POP ar IMAP, SMTP)

[~ Mewsgroup server [NMTP)

[~ Directory server [LDAP)

Connection type: % |4 " Wodem

[ Intemnet Prosy servers

[~ Beplication settings for sending and receiving mail

|*l: Previous I I

Finizh

Click Next.

Click OK when setup is complete

IEM Domino Admin x|
L
\!}) Mokes setup is complete!

Rewarding dialogue




You will see this screen

@ welcome - 1BM Domino Administrator
Fle Edt View Create Actions Help

1ol

T2 22%dE + == HAUR |

o &d]

TROYUS Domain | ) welcome

Lotus.

What's New in:

Domino Administrator
Domino Dormain Monitaring
Messaging
Server
Palicies
Security

Domino Web Administration

Upgrading to Release 8

All Mew Features in Release &

Close this page

(]

e o[ (e -

Click the domain tab next to Welcome and click People on the right hand side.

Cl TROYUS Domain - IBM Domino Administrator
Fle Edt Administration People Help

=B

[Tl PREER |

o &&]

TROVUS Domain || A welsome ¢

Penple & Groups | Server..| Messaging...| Rieplication | Configuration |

Setver: connectionsiTrovus
Release 8.0.1 on Windows/2003 5.2 Intel Pentium

&l [~

-+ Taals

| (b[Damino Diectares]
o () Trevus's Dirsctory
@ » A People
%A Groups
£ Mailin Databases and i
Policies
Settings
Cerificates
@ 4t Language Info
53 Deny Access Graups

Manage your Domino Directories.

Selact a view entry inthe left pane or click here for help

s [ People

> @ aroups

.
T o= (e [
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Click Register under People on the right hand side. You will see this popup:

Choose a Certifier

| Server... ilcnnnectinnsﬂrwus

i+ Supply certifier |0 and password

Certifier 1D.. | |

"~ Usze the CA Process

[ configured certifiers:

| Mane Available)

The 'Use the CA Process' option allows you to zpecify a cerdifier without
acceszz to the certifier 1D file or certifier pazsward.

| ] I | Eancell

Press the Certifier ID... button

Navigate to <dominodata> and select cert. id

Look, in: IE} data j L= |‘=j< v

2 x|

dfc dolcert,id
damino server.id
et

gtrhome

help

IBM_TECHMNICAL _SUPPORT

iNates

mail

modermns

rmeval

schema.ft

Waz

B

by Computer

File name: Icert.id

1

Filez of type: IID Filez

06/14/2003 06:03:40 FM 2821 bytes
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Click Open and click OK.

Enter <orgpwd> when prompted
Lotus Motes E
Izer name:; Arovus

Certifier

password: |>OOOQOOOOOOOOOOOOO<1

Log In Cancel

Click Log In

Select the check box Do not show this warning for this certifier ID in the future

Certifier Recovery Information Warning B

The certifier 1D you have chozen does not contain recoveny information. 1 iz
recommended you add at least three Becovery Authaorities o thiz certifier 1D To
add Recovery Authorities:

1. On the Configuration Tab, click Cerification.

2. Click 'Edit Recovery Infarmation’.

[ntil thiz action iz taken, you will not hawve the ability ta recover pazzword
infarmation for ary |0 created with this certifier (D

v g_g.:. ot shiow this warning for this certifier 10 0 the fubune

Click OK

lewarding dialogue



Select Advanced (bottom left)

Register Person - New Entry HEB
2 Basics Provide name, password and other basic information for the new perzan. To view/edit additional
= reqistration settings, check the ‘Advanced' checkbox below,
(=4 Mail —
__ Regitration Server.. | connections/Trovus
ﬁ\ Address
First name: Middle name: Last name: Short name:
ID Info | | | |
s Groups  pageword: Mail svstem: Exolicit nolicw:
@ Roaming | |Lutus Notes =l |lNune Available] =l
l‘:ﬁi Other | Pazsword Options... | Mo organization policy assigned to thiz
pErzon

[ Enable roaming for this persor |

Paolicy Spnopsis... |
¥ Create a Notes ID for this pers

| igrate Peaple... I | Impart Text File. .

Reqistration Queue [local]:

'\|UserName -~ | /\|Hegistration Statuz ~ Date ~

i ] ]

|F|egi§ter.~‘-\|l| | Fegister I | Delete I | Option... I | Wi I | Done I

Click Password options

Set the Password Quality scale to something appropriate for your organisation and ensure that Set internet
password is checked.

Password Options [ x|

Choose password options for all selected user(s).
Pazzword quality reflects the number and sariety of
characters in the pazsward.

FPazsword Cuality Scale

Wwieak J Strong

Allow weak pazsword, despite rizk of
being guezsed by trial and ermor [4]

Encrvption Strength
IBase strength on RSA key zize j

Internet pazsword options

[v Setinternet password

Ok | | Cancel

Click OK.

lewarding dialogue



Enter the names of your users. Set your short name to the name you want people to use to log into
Connections.

Register Person —- New Enktry

A!l Basics Provide name, paszword and other basic information for the new perzon. To view/edit additional
O registration settings, check the ‘Advanced’ checkbox below.
=4 Mail S
__ Registration Server... | connectionsfTrovus
@ Address
% First name: Middle name: Last name: Short name:
1D Info )
|Jun | |Me|l ion.mell
s Groups  pageword: Mail svstem: Exolicit policv:
D Roaming |nasswl]rd| |Lotus Notes ||None Availablel =l
f]‘ Other | Pazsword Options... I Mo organization policy assigned to this
perzon

[ Enable roaming for this persor [ Policy Syropsis._|

¥ Create a Notes ID for this pers

v Advanced | Migrate People. .. I | Import Text File...

Reaistration Hueue [local):

A|User MName ~ | A|Hegistrati0n Status ~ |Date -~

1] ] ]

|F|egi§ter.t’-‘«lll | Beqizster | | Delete I | Options... | | Wiews. ., I | Daone I

Rewarding dialogue



Click Address on the left hand side

Register Person -- New Entry (7 |l x]

—All Basics tail Internet Address Information

24 Mail Internet address Internet Domain
|Jun.h‘|e|ltﬁ)truvus.cu.uk |truvus.cn.uk

@ Address
Address name format Separator

) ID Info

|FirstName LastMName j |Nune j

ith Groups

@ ey Supply internet address format settings for the selected people or person. The Intemet address is
a created uzing the person's name, the inkermet domain and internet address fomat components. [t

i} Other must be unique in the address boaok.

v advanced | Migrate People. .. I | Import Text File...

Reqistration Queue (local):

A|User MName -~ | A|Hegistrati0n Statuz ~ |Date -~

1] ] ]

|Hegi§terAII| | Begizster I | Delete I | Options... | | Wiews, .. I | Daone I

Ensure you have an entry for Internet Address (it does not have to be a valid email address). All users must
have an Internet Address or they will not be able to log on.

Rewarding dialogue



Click the Green check button

Register Person — New Entry HEBE
—l!l e Mail Intemet Addrezs Information
= Mail Internet address Internet Domain
2 Address || |truvus.cu.uk
Address name format Separator
) 1D Info
|FirstName LastName j |Nune j
s Groups

3 Roamin Supply internet address format settings for the selected people or person. The Internet address iz
9 created using the person's name, the internet domain and internet address format components. |t

u Other must be unique in the address book,

V¥ Advanced | Migrate People. .. I | Import Tegt File. ..

Reqistration Queue (local):

A|UserName ~ | ’\|F{egistration Statuz -~ Date

S el Jon Ready for reqistration 061452008
] ]
| Hegigter.f-\lll | Register I | Delete I | Options... I | Views. . I | Done I

Note this does not add your user to the directory. It adds it to the queue to be added.

Repeat adding until you have your users.

- P [

Register Person -- New Entry

—All ecis tail Internet Addrezs Information
(4 Mail Internet address Internet Domain
4 Address | |trnvus.cu.uk
1D Info Address name format Separator
|FirstName LastName ﬂ |Nune j
% Groups

@' Roamin Supply internet address format settings for the selected people or person. The Intemet address is
9 created using the person’s name, the intermet domain and internet address format components, [t

@ Dther must be unique in the address book.

V¥ Advanced | Migrate People... I | Import Text File...

Reqistration Quesue (local):

A|User kame ~ | A|Hegistrati0n Statug ~ Date
S mell, Jon Ready for reqistration 061472008
2 Craven, Caspar Ready for registration 061452008
2 Charvet, Edward Ready for registration 06452008
1] ] [+]
| Fegister Al I | FReqister I | Delete I | Options... I | Wiws. .. I | Done I

arding dialogue



Click Register All
Click OK when notified the process is complete.
Click Done.

Click People on the Left Hand side underneath your Directory

ol

Fle Edk Administration Feople Help

EEELRIEE
Qo &8]
TROVUS Domain | A, ‘welcome X

7 F‘enp\e&ﬁmupsl Files | Sewver.. | Messaging.. | Rieplication | Configuration

= Server: connections/Trovus
'J @ Releass 801 on Windows/2003 5.2 Intel Pentium v Tools

g,J + ()[ Domino Directories
— » (1 Trovus's Directory ~ @ IRepitz
Q‘) Feople Register...
Toups
MailIn Databases and R
Falicies
Settings
L] Certficates
& Al Language Info
#53 Deny Access Groups

4 ]

License Tracking...

» & Groups

4 i | K »
] <=0 J[1 <)[gine | =]

You may see a screen like this.

IBM Domino Ad (=] |

File Edit Wew Create Actions Zection Help
M| b i 2%
o &8

SE-FTAESUDLF

TROYUS Domain | 21 Wwelcome > | L|fs Damino Directory Profe |

@zave 2 Close (%) Cancel

Domino Directory Profile

Bavie]
Darnain defined by this Darmino Directory: “Travus
Condensed server directory catalog for domain:
Sort all new groups by default: “Yesxl
Use more secure Internet Passwiords: Tes =1
Allow the crestion of Alternate Language r
Inforr.stion docurnents Yesaml
List of adrinistratars who are allowed to crests /=]

Cross Domain Configuration dacuments in the
Adrninistration Procass Requests database

Comrnents:

‘ I I 0l

This is the protected text area of the form.

[Notes canfiguration setings have been reheshed | [ af[onine 4]
If so press Cancel.
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You should see <dominoadmin> and the people you registered in the client.

&) TROYUS Dom. BM Do Administrator =] x|
File Edit Wiew Create Actions Administration People Help

(27242 %E *+=%=BHAE |
Qg &H
JTHDVUS Domain ]ﬂw’elcome XI

People & Groups I Files I Server.. I Mezzaging... I Replication | Configuration I

Server: connectionsiTrovus
@ Release 801 onwindows/200% 5.2 Intel Pentium s/ Tools

» (I Domino Directories
o () Trovus's Directory

Add Person Edit Person @Deleta Person @Cupy to Personal Address Book = Send Upgrade Mofifi : > @ People

FEEE

© h People Name ~ [Telephone Campany Enl s @3 rouss
@5 by Organization Charvet . E dveard Ed
=] by Client Yersion Craven , Cagpar Cag
v A Groups dornadrnin dom|
£ Mailin Databases and R Mell_Jan JEm
& Policies
=] Sattings
Lz Certificates

@ Al Language Info
r& Deny Access Groups

If do you not want to add organisation hierarchy you can close the client but leave the server running.

If you wish to add organisation hierarchy information (for use in Profiles for example) then double click a user

|@ Edward Charvet,/ Trovus - 1BM Domino Administrator - = x|

File Edit ‘iew Create Actions Help

[F24L2%@E + == AQR |
Q2 &H)
[ TROVUS Daomain ]ﬁ “Welcome xl JD‘ Edward Charvet/ Trovus x]

ﬂ EditF’erson @ExamineNotesCer’tif\cate(s) ®Cance| @OpenMa\IF\le Chat™

Person: Edward Charvet/Trovus Edward.Charvet@®trovus.co.uk ,{§ :Q’j.
|

Basics

Otherl Migcellaneous I Cettificates | Roaming | Administration I

First name: Edwvard Mail system Motes

Middle name: Dornain: Trovus

Last harne: Charvet rail server: conhectionsTrovus
User name: Edward CharvetTrovus Fail file: mailecharvet

Edward Charvet Forwarding address:

Alternate name: Internet address: Edward.Charet@®trovus.co.uk

Farmat preference for
Short name/UserlD edward.charvet incoming mail
Personal title: When receiving
unencrypted mail, encrvpt

before staring in your
Internet password mailfile:

Preferred language:

Keepin senders' format

Generational qualifier: Mo

Instant meszaging server:

Click work/home
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File Edit VYiew Create Actions Help

EIE]

T2 %2508 +=-%= AU |

lQn §El

[ TROVUS Domain Iﬁ Welcame Xl \]ﬂ Edward Charvet/Traovus X}

- Edit Perzon ﬁ‘) Examine Motes Certificate(z) ®Cance| ®Open Mail File  Chat™

Person: Edward Charvet/Trovus Edward.Charvet@trovus.co.uk ,%4
e

ERAN i

R

Basics I WwarkiHome I Otherl Miscellaneous | Cerlificates | Roaming | Administration |

W’orkl Home I Corporate Hisrarchy Information |

Title: Street address

Company: City:

Department: State/Province:

Employee ID Zip/postal code

Lacation: Country:

Manager: Office number:

Office phone:

Fix phone:

Cell phone:

Pager number;

Assistant:
Click Edit Person

MRS
Eile Edit View Creaste Actions Text Help
I M| “|b 2%
& |
[ TROMUS Domain | 3, welcome 3¢ I Edward Charvet/Trovus |

j] @Save & Cloze @Examme Internet Certificate(s) @Examme Motes Cerificate(s) ®Can:el @Open Mail File Chat™
== ]
— | Person: Edward Charvet/Trovus Edward Charvet@urovus.co.uk ,%‘:3 :
&l £ 751 ~—

Basics I WorkiHome I Otherl Miscellaneous I Certificates | Roaming | Administration I

Workl Home | Corporate Hierarchy Infarmation |

Title:

rJ Street address: rJ
Company: rJ City: rJ
Department: rJ State/Province: rJ
Employee I0: o] Zipfpostal code: o]
Locatian: - Country: rJ
kdanaget: Office humber; rJ
Office phaone: )
FaX phaone rJ
Cell phone: rJ
Fager number: rJ
Agszistant "=

Click the arrow next to manager
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In the pop-up change the Directory from <dominoadmin>’s contacts to <orgname>'s Directory

Select Names

Chooge the directory, then tppe all or part of the name.

Directory: Ciomadmin's Contacts Wiew by

-~

Eind names starting wilk:

oY | ml 1
(SEles e (== sy

Bigfoat
Werizigh

& LocalDomaing
& OtherDomainS

4 |

| Details... ”&dd bo El:untactsl

Add name nit in list I

Tip: W'ou can drag and drop the names

i Ed

IList by name

M annes

& MNames

RBemove || Remove Al

Cancel I

o

Select the manager of this user and click Add

Select Mames

Chooze the directom, then type all or part of the name.

Directony: ITru:u\-'us's Directony

Find namesz ztarting with: I

= Adminiztration Requests
2 Charvet, Edward

i connectionsTrovus

2 Craven, Caszpar

2 domadmin
& LocalDomainsdmins
& LocalDomainServers

4] |

| Details... ”gdd ko Eu:untau:tsl

Add name not in list |

Tip: ou can drag and drop the names

Wiew by

List by name

M ames

& Mames:
EY Cazpar Craven/Trovus

Remove || Femove Al

Click OK
Click Save & Close

Close the Domino Client but leave the server running.
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Run Launchpad.exe from the WebSphere Application Server 6.1 media

lﬁ WebSphere Application Server

Application Server

welcome

Installation Diagrams

WehSphere Application
Server Installation

IBM HTTP Server Installation

Weh Server plug-ins
Installation

Application Clients
Installation

Application Server Toolkit
Installation

IBM Update Installer for
WehSphere Software
Installation

IBM Installation Factory for
WehSphere Application
Server

IBM Support Assistant
Installation

Exit

Welcome to WebSphere Application Server

IBM WebhSphere Application Server, WYersion 6.1 is an integrated platform that
contains an Application Server, Web development tools, a Web server, and
additional supporting software and documentation, This launchpad may serve as a
single point of reference for installing your Application Server environment,

We recommend viewing the installation diagrams for ilustrations of common
application server environments, For full documentation visit the on-line
wWebSphere Information Center.

To heqgin, select an entry from the list below to initialize a product installation
wizard, Albernatively, select a product on the navigation list to left to read
descriptions of the products, and browse help documentation and support links
before starting an installation wizard,

-+ WebSphere Application Server
N Launch the installation wizard for WebSphere Anplication Server,

i

IE!_M HTTP Server
N Launch the installation wizard for IBM HTTP Server.

i

Web Server plug-ins
K Launch the installation wizard for Web Server plug-ins.

-+ Application Clients
K Launch the installation wizard for Application Clients.

i

Application Server Toolkit
N Launch the installation wizard for the Application Server Toolkit,

-0l x|

Click Launch the installation wizard for WebSphere Application Server
When the wizard launches click Next on the welcome screen.
Accept the license terms and click Next

Your system should then pass a Systems Prerequisites check — click Next



i 1M WebSphere Application Server ¥6.1.0.0 =10 x|

System prerequisites check =

Passed: Your operating system completed the prerequisites check successiully.
software
The installation wizard checks vour systerm to determine whether a supported
operating system iz installed and whether the operating system has the
appropriate service packs and paiches.

The installation wizard also checks for existing installations of WehSphere
Application Server. To have moare than one installation of YWebSphere Application
Server running on the same maching, unigque port values must be assigned to

each installation. Otherwise, only one installation of WebSphere Application
Sener can run.

# Installations ofWebSphere Application Serer prior to Yersion 6.0 may
ot be found reliably.

# [nstallations of WebSphere Application Sener that are not registered
with the operating system may not be found reliakbhy.

= Back Hext = Zancel ‘

Do not choose to install the sample applications and click Next

i 1M WebSphere Application Server ¥6.1.0.0 =10 x|

Install Sample Applications

Select IBEM WehSphere Application Server - Base features to install. See the

InstallGuide_en.html file in the docs directory for descriptions of the sample

software applications.

|| Install the sample applications.

The samples include both source code files and integrated enterprise
applications that demaonstrate some of the [atest Java (Th) 2 Flatform,
Enterprise Edition (J2EE) and WehSphere technaologies. The Samples are
recommended for installation to learning and demonstration environments,
such as development environments. However, they are not recommended for
installation to production Application server environments.

= Back

Zancel

lewarding dialogue



In the installation directory, you can choose something more friendly. This is <wasinstall>.

ifi 1BM WebSphere Application Server ¥6.1.0.0 ) = |EI|£I

Installation directory

IEBM ¥ehSphere Application Server, Version .1 will he installed to the specified
directary.

Specify a different directary or click Browse to select a different install location.

FProduct install lacation:
|C:1Weh5pherelﬂxppﬁewer

Browse... |

|ristall Shield

= Back Hext = Zancel

Ensure that Enable administrative security is not selected and click Next
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ifi 1BM WebSphere Application Server ¥6.1.0.0 Al ] = IEII_JQ

Enable Administrative Security

Choose whether to enable adminstrative security. To enahle security, specifiy a
ugername and passwaord to login to the administrative tools. The administrative
useris created in a repositon within the Application Server. After installation
finishes, you can add more users, groups, or external repositories,

[ Enable administrative security!

LISETamE:

|

e = e

See the Information Center for maore information about administrative security.

= Back | Hext = I Zancel |

Review the installation summary and click Next

ifi 1BM WebSphere Application Server ¥6.1.0.0 Al ] = IEII_JQ

Installation Summary

Review the summary for caorrectness. Click Back to change values on
previous panels. Click Next to bedin the installation.

The following product will he installed:

# IBM WehSphere Application Server - Base
Prociuct instaliation location: ChWWebSpherelBppSenrer

wiith the following features:;
& Core Product Files
Total gize:

* 1139 MB

Application server environment;

& Application server

=

Zancel |

Administrative serurity phahlad:

= Back
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Your should see the following after a successful install. Press Finish.

ifi 1BM WebSphere Application Server ¥6.1.0.0

I=tallShield

=101 x|

Installation Besults

Success: The following product was installed successiully.

@ IBM WehSphere Application Server - Base -
CinehSphereltppSener

Application senver environment:

# Application server

Impartant canfiguration infarmatian is in the AboutThisProfile td log.
CivebhSphereWippSerenprofilesidppSml1logsiAhouThisFrofile td

The next step is to start the application setver. You can start and stop the
application server from the command line or the First steps console. The First
steps console also has links to an installation verification task and other
information and features that relate to the application sender,

A

Batk [ent= Finish
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Install HTTP Server

Now on the Launchpad click Launch the installation wizard for IBM HTTP Server. This will ask you for the
location of the WebSphere Supplemental disk you should have downloaded or received with your Lotus
Connections media.

Once the wizard launches click Next on the Welcome screen.
Accept the license terms and click next.
Your system should then pass a System Prerequisites check - click Next

i IBM HTTP Server ¥6.1.0.0 - ol x|

System prerequisites check

Passed: Your operating system completed the prereguisites check successfully.
The installation wizard checks your system to determine whether a supported

operating system is installed and whether the operating system has the
appropriate serice packs and patches,

Click Next to continue the installation.

InstallEhiald

| = Back i Net = | | Cancel [

Accept the default installation or change it to something easier. This is <httpinstall>. Press Next.

i IBM HTTP Server ¥6.1.0.0 — - ol x|

Enter the install location

Product install location:
|CAHTTPServer |

Browese...

[etall=hiald

= Back Next = | | Cancel
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Leave the default port settings and press next.
~loi

Port Values Assignment

IBM HTTP Server communicates using the port numbers listed below. ifthese
ports are already in use by IBM HTTP Server or another application, then change
the port numbers from their default values.

HTTF Fort 20 |

HTTF Administration Fort: |BDDB |

[ratallShiald

| = Back I Next = | | Cancel

Set the service to log on as a local system account and press next
&M Serverveaon ~loi

Windows Service Definition bl
Choose whether to use a Windows service to run IBM HTTP Server and IEM
HTTF Administration Server. Optionally the IBM HTTE Server and [BM HTTR
Administration Server can be started fram the cammand line. Configure the

startup type to have the Windows senvices start manually or automatically when
rebooting the system.

lv| Run [BM HTTP Server as a Windows Service
[v| Run |BM HTTP Administration as a Windows Service

@ Logon as a local system account

[ Logon as a specified user account

Jser name:
!Administratur |

Password:

sl

[ratallShiald

= Back I Next = | | Cancel
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Enter values for <httpuser> and <httppwd> as userid and password for HTTP Administration (eg httpadmin).
This does not have to be an existing user. Click Next.

&% IBM HTTP Server ¥6.1.0.0 = 1af x|

HTTP Administration Server Authentication

Create a user ID and passward to authenticate to the IBM HTTP administratian
sefver using the WehSphere Application Server administrative console. The
newly-created user ID and password is encrypted and stored in the
conflfadmin.passwd file, You can create additional user IDs after the installation
by using the hipasswd utility.

lv| Create a user |D for IBM HTTP administration server authentication
User ID:
[hitpadmin
Password:

e

Confirm Password:

s

= Back | Next = Cancel

Leave the settings enabled to install the HTTP Server plug-in and press Next

&% IBM HTTP Server ¥6.1.0.0 = 1af x|

IBM HTTP Server Plug-in for IBM WehSphere Application Server

Silently install the plug-in using the remote installation scenario. The host name
and web server definition are used when creating the default plug-in configuration
file. This file is used to route requests to the Application Server. [fthere are
multiple Application Servers, then select one of the seners and specify the
machine's host name.

[v! Install the IEM HTTP Server Plug-in for IBM WebSphere Application Server
Web server definition:
‘webserver]
Host name or IP address for the
Application Server;
\connections frovus.co.uk

= Back | Next = Cancel
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Review the installation summary and press Next
& o HTTeserver o0 ~loix
Installation summary

Review the surmmary for correctness. Click Back to change values on previous
panels. Click Mext to begin the installation.

IBM HTTP Serverwill be installed to the following location:
CAHTTRServer
with the following configuration:
HTTP Port: 20
HTTP Administration Port: 8008
HTTP Service Name: |BM HTTF Server 6.1
Administration Service Mame: [EM HTTP Administration 6.1
User ID for HTTP Administration Server Authentication: hitpadmin

|IBM HTTF Server Plug-in for IEM WehSphere Application Server will be installed to:

CAHTTRSersenFluging

= Back | Next = || Cancel |

Check you get a successful install message like the one below and press Finish.

i IBM HTTP Server ¥6.1.0.0 L. =] g

Success: The following product was successiully installed:

# |[BM HTTP Server - CAHTTFServer

IBM HTTF Server Plug-in for IEM WehSphere Application Serverwas successiully
installed to:

CAHTTREerverFluging

For information on configuring and using the IBM HTTP Server, refer to the an-line
IBM HTTF Server Information Center.

Click Finish 1o exit.

| Finish |

Close the WebSphere Application Server launchpad.
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We need to update to 6.0.13 and apply some fixes.

Unzip the WebSphere Update Installer you downloaded (eg download.updii.61017.windows.ia32.zip).
This will create an UpdateInstaller directory.

Run install.exe in the UpdateInstaller directory.
Accept the license terms and click Next throughout the wizard to install the tool, accepting all defaults.

You should have downloaded the following files. Their current location is in the required software table at the
start of the document.

6.1.0-WS-WAS-WinX32-FP0000013.pak
6.1.0-WS-PLG-WinX32-FP0000013.pak
6.1.0-WS-IHS-WinX32-FP0000013.pak
6.1.0.11-WS-WAS-IFPK60528.pak

Move these files to the maintenance directory of the wupdate installer — eg C:\Program
Files\IBM\WebSphere\UpdateInstaller\Maintenance

If the Update Installer did not start after installation start it by clicking Start -> IBM WebSphere -> Update Installer
for WebSphere 6.1 Software -> Update Installer



Click Next on the Welcome Screen of the wizard

Select <wasinstall> on the Product Selection screen as the Directory path and click next
&% IBM Update Installer for WebSphere Software 6.1.0.9 : & iEIIﬂ

Product Selection
Enter the installation location of the product that vou want to update.

You can select a diffierent directony frar the drop-down list, specify a difierent
directory, or click Browse to select a directory.

Directory path:

[

CAHTTRPEerver
CAHTTRSererPluging

I. phereltppSener

< Back | Mext = | Cancel |

&% IBM Update Installer for WebSphere Software 6.1.0.9 : & iEIIﬂ

Product Selection
Enter the installation lacation of the product that you want to update.

You can select a diffierent directony frar the drop-down list, specify a difierent
directory, or click Browse to select a directory.

Directary path:

=
Browse... |

< Back Mext = Cancel
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Select Install maintenance package and click Next

i IBM Update Installer for WebSphere Software 6.1.0.9 il & iEII_)ﬂ

Maintenance Operation Selection

@ Install maintenance package.

" Uninstall maintenance package.

= Back Cancel |
Browse to the directory you copied the .pak files to and click Next
i IBM Update Installer for WebSphere Software 6.1.0.9 il & iEII_)ﬂ

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installatian. You can
specify a directory or click Browse to select a path to maintenance package.

Directary path:
CProgram FilesUEMiwebhSpherelUpdateinstallenmaintenance

Browse... |

The latest maintenance packages are available online. Obtain maintenance
packages for WehSphere Application Server and all WehSphere Application
Setver Feature Packs either by visiting the Recommended fixes for WebSphere
Application Server webpage for a complete list or by using the WebSphere
Maintenance Download wizard to find specific maintenance packages.

Additional information can be found online at the WehSphere Application Server
library ar WehSphere Application Server information center webpages.

< Back Cancel
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Ensure that the fixes listed below are selected and press Next

ifi IBM Update Installer for WebSphere Software 6.1.0.17

=10l

Available Maintenance Package to Install

Select maintenance packages ta install:

Select Recommended Updates Deselect All Updates

¥ 6.1 0-AWE-WAS-Winx32-FPO00001 3.pak
¥ 6.1.0.11-WS-WAS-IFPKB0523 pak
[T B O-YE-IHE- Wi 3Z-FRO00001 3ipak - Mot Applicable

[T 6.1.0:5-PLG-WinX32-FRO00001 3.pak- Mot Applicable

selection.

Multiple selections can be for different products.

Click Next to continue

Each package selection might restrict remaining packages available for further

InstallShield

= Back

Check the installation summary and press next

i IBM Update Installer for WebSphere Software 6.1.0.17

Installation Summary

The following maintenance packages will be installed:

G.1.0.13

LOGIN

to the following location:

# C:WehSphere\AppServer

Click Next to bedin the installation.

# 6. 1.0 WS WAS WinX32-FP0000013 - WehSphere Application Server

# 6.1.0.11 WS WAS IFPK60528 - PROTOCOL IS ALTERED AFTER FORM

InstallShield

<Back |I Ned> |

Cancel
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You should see the following screen. Click Relaunch
i IBM Update Installer for WebSphere Software 6.1.0.17 i ] 4

InstallShield

Installation Complete

Success:The following maintenance packages were installed:

# 6. 1.0- WS- WAS WIinX32-FPOD00013
# 6.1.0.11 WS WAS IFPKG0528

to the following locatian:
# C:WebhSphere'AppServer

Click Relaunch to add or remove additional maintenance packages, or click Finish
o exit the wizard.

= Back | Relaunch |

This time, select <httpinstall>. Click Next

&% IBM Update Installer for WebSphere Software 6.1.0.9 i & IDIﬂ

IrstaEl S

Product Selection
Enter the installation lacation of the product that you want to update.

You can select a diffierent directony frar the drop-down list, specify a difierent
directory, or click Browse to select a directory.

Directary path:

=
Browse... |

Mext = Cancel
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Select Install maintenance package and click next.

i IBM Update Installer for WebSphere Software 6.1.0.9 il & iEII_)ﬂ

Maintenance Operation Selection

@ Install maintenance package.

" Uninstall maintenance package.

= Back Cancel |
Browse to the directory you copied the .pak files to and click Next
i IBM Update Installer for WebSphere Software 6.1.0.9 il & iEII_)ﬂ

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installatian. You can
specify a directory or click Browse to select a path to maintenance package.

Directary path:
CProgram FilesUEMiwebhSpherelUpdateinstallenmaintenance

Browse... |

The latest maintenance packages are available online. Obtain maintenance
packages for WehSphere Application Server and all WehSphere Application
Setver Feature Packs either by visiting the Recommended fixes for WebSphere
Application Server webpage for a complete list or by using the WebSphere
Maintenance Download wizard to find specific maintenance packages.

Additional information can be found online at the WehSphere Application Server
library ar WehSphere Application Server information center webpages.

< Back Cancel

Page 80

trovus

Rewarding dialogue



Ensure the fix pack selected n the screen shot below is selected and click Next

i IBM Update Installer for WebSphere Software 6.1.0.17

=10l =]

Available Maintenance Package to Install

Select maintenance packages tainstall;

Select Recommended Updates Deselect All Updates

[V B.1.0-WS-IHS-Winx32-FPO00001 3 pak

[© B.1.0-UE-PLG-Wima3-FPO00001 3. pak - Mot Applicakile
[~ B0 0- WS- ASWInE2-FRI00001 3 pak - Mot Applicable
[~ B0 - E-WAS-IFPKENS 28 nak- Mot Anplicable

selection.

Multiple selections can be for different products.

Each package selection might restrict rermaining packages available for further

Click Next to continue _|
InstallShield
= Back Cancel |
On the summary screen click Next
i IBM Update Installer for WebSphere Software 6.1.0.17 10| =l
Installation Summany
The fallowing maintenance package will he installed;
# 6.1.0-°WS HS WinX32-FP0D000013 - IBM HTTP Server 6.1.0.13
on the following product;
# IBM HTTP Server - Vi6.1.0.0
CUHTTRServer
Click Mext to begin the installation.
InstallShield
= Back Cancel
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You should seen another success screen. Click relaunch.

i IBM Update Installer for WebSphere Software i ] 5

Installation Complete

Success: The following maintenance packane was installed:
# 6.1.0° WS IHS WinX32-FPO000013 - IBM HTTP Server 6.1.013
an the fallowing product:

# [BM HTTP Server
CIHTTPServer

Click Relaunch to add or rermove additional maintenance packages, or click Finish
to exit the wizard.

Installshield

= Back | Relaunch | Finish |

Select <httpinstall>\plugins and click Next.

&% IBM Update Installer for WebSphere Software 6.1.0.9 & IDIﬂ

e

Product Selection
Enter the installation lacation of the product that you want to update.

You can select a diffierent directony frar the drop-down list, specify a difierent
directory, or click Browse to select a directory.

Directary path:

=
Browse... |

Mext = Cancel
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Select Install maintenance and click next

% 1BM Update Installer for WebSphere Software 6.1.0.9 ) i ] |

Maintenance Operation Selection

& Install maintenance package.

" Uninstall maintenance package.

= Back cancel |
Browse to the directory where you copied the . pak files and click Next
% 1BM Update Installer for WebSphere Software 6.1.0.9 ) i ] |

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installation. You can
specify a directory or click Browse to select a path to maintenance package.

Directory path:
CAPragram FilestBMiWehSpherelllpdatelnstallefimaintenance

Browse... |

The latest maintenance packages are available online. Ohtain maintenance
packages for WebSphere Application Server and allWebSphere Application
Server Feature Packs either by visiting the Recommended fixes for WebSphere
Application Server webpage for a camplete list ar by using the WehSphere
Maintenance Download wizard to find specific maintenance packages.

Additional information can be found online at the WehSphere Application Server
library or WebSphere Application Server information center webpages.

= Back Cancel
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Ensure the fix pack shown below is selected and click Next.

i IBM Update Installer for WebSphere Software 6.1.0.17 — |El|i|

Available Maintenance Package to Install

| v

Select maintenance packages ta install:

Select Recommended Updates Deselect All Updates

IV B.1.0-WS-PLG-Winx}32-FP000001 3.pak

[~ 6.1.0-W5-IHS-Win32-FPO00001 3.pak - Mot Applicable
[~ 6.1.0-WE-WAS-WInH3Z-FRO00001 3. pak- Mot Applicakle
I~ 61011 -S4 AS-IFFKENE2E. pak - Mot Applicahle

Each package selection might restrict remaining packages availahle far further
selection.

Multiple selections can be for diferent products.

Click Next to continue Ll

Installshield

= Back et = Cancel |

Check the installation summary and click next

i IBM Update Installer for WebSphere Software 6.1.0.17 i ] 5

Installation Summary

The following maintenance package will be installed:

# 6.1.0-WS-PLG-WInX32-FPO000013 - WehSphere Plugin 6.1.0.13

on the following product:

# Weh server plug-ins for WebSphere Application Server - W6.1.0.0
CIHTTPSemver/Plugins

Click Next to hedin the installation.

InstallShield

< Back Cancel
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On the success screen click Finish.
i IBM Update Installer for WebSphere Software 6.1.0.17 Ol x|

Installation Complete

Success: The following maintenance package was installed:
# 6.1.0-W5S-PLGWInX32-FPOD0D0D13 - WehSphere Plugin 6.1.0.13
on the following product;

#* Weh server plug-ins for WehSphere Application Senver
CUHTTPSenetPluging

Click Relaunch to add ar remove additional maintenance packages, or click Finish
ta exit the wizard.

InstallShield

=IBack Relaunch

Start WebSphere

Set WebSphere server1 startup to manual.
Click Start -> Control Panel -> Administrative Tools -> Services

Scroll down to IBM WebSphere Application Server 6.1 - <hostname>Node01
=TT

File  Action ‘Wew Help

W EBR @B

% Services (Local) ¥ Services (Local)
1BM WebSphere Application Server _flame | Description [ Status [ =4
¥6.1 - connectionsNode01 SRDINS Server Enables DN... Started £
%Error Reporting Service Collects, st,,, Started £
Start the service 2%pE\rent Log Enables ev... Started £
%F\Ie Replication Service Allows files,,,  Started £
Description: “aHelp and Support Enables He... Started A’-J
Contrals the running of an I6M
HTTP 550 Thi [
WebSphere Application Server Y6, 1 T . 15 servie
sarver named: serverl e%ﬂHuman Interface Device Access Enables ge... C
P8 TEM HTTP Administration 6.1 TBM_HTTP... [

SIEMHTTP Server 6.1

Burning COM Service Manages ...

SIMAp C
%Index\ng Service Indexes co... C
i?plnl:er’slr:a Messaging Enables me... Started £
HIPSEC Services Provides e...  Started £
2%pl(erher’os Key Distribution Center Ondomain ... Starked £
;fﬁ‘l.. i | i Bk = Lrlﬂ

\ Extended A Standard
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Right click on this service, click properties and set the Startup type to Manual.

IBM WebSphere Application Se 7 x|

General lLDg I:Inl Fleu:u:u\-'er_l,ll Dependencies

Service name: [BM W ASE]Service - connectionzMode0]
Display name: ebSphere Application Server Y6.1 - connectionsModel
D escription: Contralz the running of an [BM YebSphere

Application Server WB.1 zerver named: server] J

Path to executable:
"C:NwiebS pherehbppServersbinwaszervice. exe' "IBMWASET Sermvice - co

Startup type; |.-'-‘«ut|:|matin: ﬂ
Autarnatic
. ‘Disabled
Service status: SOPPED
ot | | | |

“'ou can zpecify the start parameters that apply when you start the service
fram here.

Start parameters: |

Ok, Cancel

Click OK.

Right click the service again and click Start.




Configure WebSphere for Federated
Repositories

Once the service is started click Start -> All Programs -> IBM WebSphere -> Application Server 6.1 -> Profiles ->
AppSrv1 -> Administrative Console.

Do not enter a user ID - just click Log In

On the left hand side click Security -> Secure administration, applications and infrastructure

181X
File Edt “ew Favorites Tools Help F
@Bk -~ ) - [x] [2] . | - Search - Favorites  £7) | (- fe = [ i

Address I@ http:/flocalhost: 2060fibm)consale/login. do

Integrated Solutions Console Welcome Help | Logout

) . . - . l
‘ View: |AH toshs ;” Secure administration, applications, and infrastructure ase page .

Secure administration, applications, and infrastructure

Welcome
Guided Activities Secure administration, applications, and infrastructure
Servers The application serving envirenment is completaly securad when administration is rastricted. The applications and the infrastructs

supperts the administration and applications also are securad.

Configuration

Applications

Resources

= security

iSecure administration, applications,}
cturg

SEL ;aniﬁc;t; a.r.;d key management ‘ Security Configuration Wizard | Security Configuration Report

Bus Security

Administrative security Authentication
Envirenment Administrative User Ralas [T usze domain-qualified user names

™ Enable administrative security
Administrative Group Rales

ystam administration Web security

Users and Groups RMI/IIGP security

Application security

Monitaring and Tuning [7 Enable application security Jaus Authanticstion and Authorization Serei
;
B Troubleshooting fwthentication mechanizms and ewpirstion

Java 2 security

ervice integration
[T Use Java 2 security to restrict application access to local resources

¥ ‘wam if applications are granted customn permissions Euternal authorization providers
Custom properties

upDI
[T Restrict access to resource authenticstion data

User account repository
Current realm definition
Local operating systern

Avszilable realm definitions |
|Local opersting system =] | Configure Set as current

annly | Reset E}E
[5]

|
[&]pene [T N tocalintranet
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In available realm definitions change from Local Operating System to Federated Repositories

tegrated Solutions Console ternet Explorer =] x|

Fle Edit Wew Favortes Tools Help

eﬁack T T \ﬂ @ _.\J|/':"Saarch 'j‘?FavnritEs {4| - s B L) ﬁ

Address I@ httpf flocalhost : 90607 b fconsoleflogin.do

Integrated Solutions Console Welcome Help | Logout

. . . . ol
| View: IA” tacke ;|| Secure administration, applications, and infrastructure ose page [«

Secure administration, applications, and infrastructure

Welcame
Guided Activities Secure administration, applications, and infrastructure
Faruers The application serving environment is completely secured when administration is restricted, The applications and the infrastruct

supports the administration and applications also are secured.
Applications

Configuration
Resources g
B security

Secure administration, applications,
and infrastructure

S5L certificate and key management | Security Configuration Wizard | Security Configuration Report
Bus Security
Administrative security Authentication
15 e [T Ensble administrative security © Sdministrative User Roles I7 Use domain-qualified user names

Administrative Sroup Roles

System administration web security

Users and Groups RMI/IIGP security

Application security

Manitaring and Tuning [¥ Enable application security Jauvs Authentication and Autharization Serei
=
B Troubleshooting Authentication mechanisms and expiration

P Java 2 securi
Service integration ty
I Use Java 2 security to restrict application access to local resources

[¥ warn if applications are granted custom permissions External suthorization providers
Custom properties

uopl1
[T Restrict access to resource authertication data

User account repository
Current realm definition
Local aperating system

Available realm definitions L
Configure Set as currant

noly | [ Resat EE
[5]

|
&] bone [T S tocalintranet
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Click Configure next to Federated Repositories

Z} Integrated Solutions Console crosoft Internet Explorer

File Edit Yew Favorites Tools  Help
@Back - ) - x) (2] w| D search oFavores | (- i [ &L
Address I@j http:/flocalhost: 2060fibmjconsole/login.do

j Go Links **
Console 1 Help | Logout :z:
| viewr: [ll taske ;Il Secure administration, applications, and infrastructure

Close page [&
Welcame ns, and infrastructu

Guided Activities Secure inistration

and infrasbucture > Fedarated repositories Field help
For field he
Servars By fedarsting repositories, identities stared in multiple repositaries can be managed in 3 single, virtus| realm. selact 4 fial
The realm can consist of identities In the filla-based repacitory that s built into the systam, in ane or more marker whel
Applications extarnal repesitaries, or in both the built-in repository and one or more external repositories, ursor appd
Resources Configuration Page help
Bl security More inform

this pagse
Secure administration, applications,
and infrastructure General Properties
SSL certificate and key management

# Realm name
Bus Security

defaultwIMFilzBasedRealm

# Primary adrministrative user name

Envirenment
System administration

Users and Groups Server user identity

Menitering and Tuning " putormatically generated semer identity
B Troubleshosting @ Server identity that is stored in the repository

Seruice integration Server user 1D or adrinistrative user on 3 Version & 0.x node

upDI
Password

¥ Ignore case for authorization

Repositories in the realm:

Add Base entry to Realm Use built-in repositary Remove
Select Base entry Repositary identifier Repository type
[ e=defaultwIMFilzasedRealm | InternalFilaRepesitory File

J
o T

Click Manage Repositories at the bottom right of the screen (you may need to scroll down)

Integrated Solutions Console crosoft Internet Explorer == x|
File Edit Yew Favorites Took Help

| 2

j Go | Links ™

(PBack = - ¢ 2] 0| search Favores £ |- L AL
Address [@] https/jlocalhost:3060jibmjconsolejlogin.do

Integrated Solutions Console  Welcome Help | Logout

# Primary administrative user name
| view: [All tasks ;ll £
Welcame
S identi
Guided Activities erver user identity Field help
© automnatically generated server idantity For field he
SR select a fiel
5 gerver identity that is stored in the repository arker vhe
Applications
Server user ID or administrative user on a Version 6.0.x node

cursor appe
Resources [

Page help
B sacurity Password

More inforr
this page
Secure administration, applications,
and infrastructure

S5L certficate and key management
v g ¥ Ianore case far authorization
Bus Security
Enuiranmen Repasitarias in the realm:

System administration Add Base entry to Realm..,

Use built-in repositary Remove
Users and Groups Select| Base entry Repositary identifier Repositary type
Menitoring and Tuning [~ | e=defaultwIMFilseasedRealm | InternalFilaRepositary File

Troubleshooting

Service integration

uooI Additional Properties Related Items

Property extension repositary

Entry rapping repositor

Supported entity types

spply | [Ok| | Reset | | Cancel
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3 Integrated Solutions Console - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

eBack ) - E‘] @ C'\J | ,D Search ‘j‘?Favurites £ | = & =) L] ﬁ

Address IE hitp:filocalhost: 9060/ ibm/console/login. do

Integrated Solutions Console Welcome Help | Logout

| View: IA” tache ;” Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure

Welcame

Guided Activities Secure administration, applications, and infrastructure > Federated repositories >

Manage repositories

Servers
Repositories that are configured in the systern are listed in the fallowing table. You can

Applications add or delete external repositaries.

Resources Preferences

Bl Security Add Delete

Clase page

Field help
For field help information,
select a field labal or list
rnarker whan the help
cursor appears.

Page help
More inforrmation about
thiz pags

=
3

S5L certificate and key management

Secure administration, applications,
~

and infrastructure
Bus Security Selact| Repository identifier 2 Repositary tupa 3

InternalFileRepository Fil=

Environment

Total 1

System administration
Users and Groups
Monitoring and Tuning
H Troubleshosting
Service inteqration

uppt

Click Add
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Enter LDAP as Repository identifier

Enter localhost as the Primary host name.

Advanced: if installing across multiple systems use the LDAP server’s hostname, not localhost
For Domino

Select IBM Lotus Domino version 6.5 as the Directory type (even though it is version 8!)

Bind distinguished name is cn=<dominoadmin>,0=<orgname>

Note that <orgname> is case sensitive.

For example, my setting is cn=domadmin, o=Trovus

The bind password is <orgpwd>

Here is a screen shot for Domino settings

Z} Integrated Solutions Console - Microsoft Internet Explorer _ =] =

Fle Edit Wew Favaorites Tools Help | !?

QBack -~ ) - [¢] [2] o | - Search - Favorites £ b = i,

Address I@j http:flocalhost :9060/ibm/console/login.do j a Go | Links *

) [ 1]
Integrated Solutions Console welcome Help | Logout :::_‘ =

| Close page [a

| View: IAII tasks ;||
Welcome Secure administration, applications, and infrastructure
Guided Activities Securse inistration, applications, and infrastructure > Fed d itories > M itories > New
Servers Specifies the configuration for secure access to a Lightweight Directory Access Protocol (LDAP) repository with optional failover se
Applications Configuration

Resources

& security
General Properties
Secure administration, applications,
and infrastructure # Repository identifier
S5L certificate and key management LDAP
Bus Security
LDAP sarver Security
Environment
# Directory type Bind distinguished narma
$ystem administration |IBM Lotus Domine Version 6.5 | [ecn=demadmin,o=Trovus
Users and Groups i
D # Primary host name Fort Bind password

Wonitoring and Tuning [localhast [zas [T

Login properties
Failover server used whan prirmary is net available: id

Service integration
Certificate mappin
e [ExacT_on -1 —
Part =

Select| Failover host name

Troubleshooting

Mone Certificate filter

Add| |

[T Require $5L communications

Suppott referrals to other LDAP servers
ignore vl o

Manage endpoint security configurations

For Active Directory:

Select Microsoft Windows Server 2003 Active Directory as the Directory type

Bind distinguished name is the format
cn=<winadminuser>,cn=Users,dc=<domainl>,dc=<domain2>, ...

Where <domain1> = the first part of <domain> (eg trovus)

Where <domain2> = the second part of <domain> (eg co)

Where this continues until you have all of <domain> broken down.

For example, my setting is cn=Administrator,cn=Users,dc=trovus,dc=co,dc=uk

The Bind password is <winadminpwd>

Rewarding dialogue



Here is a screen shot for Active Directory settings

5} Integrated Solutions Console - Microsoft Internet Explorer =&

File Edit \ew Favorites Tools Help ‘ b

QBack - &3 - [*] 2] @ | - Search - Favorites 40 | =058
Address Iﬁ:l http: | flacalhast :9060/ibr  cansole/lagin. do

Integrated Solutions Console welcome Help | Logout
| View: IA” toohs ;” Secure administration, applications, and infrastructure Close page [«
Welcome Secure administration, applications, and infrasbucture

Guided Activities

Secure ini: tion, applications, and infrastructure > Federated itories > M. itories > New

Servers Spacifias the configurstion for secura access to = Lightweight Directory Access Protacel (LDAP) rapasitary with optional failover s2

Applications Configuration
Resources

B security

General Properties

Secure administration, applications,

and infrastructure # Repository identifier
551 certificate and key management [Loap
Bus Security
LDAP server Security
Enwironment
# Directory type Bind distinguished name
System administration | Microsoft windows Server 2003 Active Directary = | [en=Administrator,cn=Users,d|
Users and Groups i
P # Primary host name Port Bind password
Monitoring and Tuning [lacalhast 389 [+
H Troubleshooting Login properties
Failouer seruer used whan primary is not available: [uid
Service integration
- Certificate rappin
Er— B
EXACT_DN
Select| Failover host name Port
— Tertificate filter

add| |

l_ Require SS5L communications

Support referrals to other LDAP servers
IIgnDr’E vl L

For both Active Directory and Domino

Manzage endpoint sacurity configurstions

Click Apply. If there are no errors click OK. If there is a problem you will see a message like this. If you see this
double check your entries (most likely cause is an invalid form of the Bind distinguished name) and try again.

ternet Explorer =]l

Ele Edit Wew Fawvortes Tools  Help | /3

QBack - o3 - [¢] 2] @ | ' Search - Favorites £ ‘ w2 B

Address I@ httpfflocalhost :9060/bmjconsole/login.do

Integrated Solutions Console Welcome Help | Logout

l
| Viaw: IA” tacke ;|| Secure adm ns, and infrastructure ose page [«

Welcome Secure adm ations, and infrastructul

Guided Activities B Messages

Saruars @ CUWWIMSO20E Could not connect to the [dap://localhost: 389 repository using properties:
[id=LDAP],[cannectionPool=False],[ authantication=simple],[bindPassword=#*++],
applications [connectTimeout=0],[ssIEnablad=falze],[certificateFiltar=],[derefaliases=alnays],

[raferal=ignara],[ss|Configuration=].[host=localhost].[cartificateMapMaoda=axactdn],

Rezources [bindON=cn=domadmin,o=Trauus],[ldapSaruarTypa=DOMINCGES ] [part=283]..

Bl securicy & changes have been made to your local configuration, You can:
# Save directly to the master configuration,
® FEeview changes befare saving or discarding.

Secure administration, applications,
and infrastructura A
5L certificate and key mansgement The server may need to be restarted for these changes to take effect,

Bus Security

Envirenment Secure admini: ion, applicat and infrastructure > Federated itories > Manage itories = Newr
St odfiEwaEe specifies the configuration for secure access to a Lightweight Directory Access Protocol (LDAR) repository with optional failover se
Users and Groups Configuration

Menitoring and Tuning

Troublashooting General Properties

Service integratian # Repository identifier
LDAP

upot
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When you have no red text after pressing Apply, press OK you will see this screen (note if using Active Directory
it will not say LDAP:DOMINOG5)

/3 Integrated Solutions Console - Microsoft Internet Explorer _ 5]
File Edt “iew Favorites Tools Help | ’,'

@Bk - )+ [x] [2] A | - Search - Favorites &%) | L= i,

Address Iféj http: filocalhost: 9060/ ibm)consoleflogin. do j Go | Links *

q 1 *ee,_
Integrated Solutions Console Welcome Help | Logout - |‘::
‘ View: |AH tashe ;I‘ Secure administration, applications, and infrastructure Close page
Welcarme Secure administration, applications, and infrastructure

Guided Activities B Messages Field help

For field help information,
Servers 1

&Changes have been made to your lacal configuration, vou select a field label or list

- EEImg rmarker when the help
Applications ® Saue directly to the master configurstion. cursar sppears.
Resources ® Review changes before saving or discarding. o
A The server may need to be restarted for these changes to Page help
El gecurity take effect. More information shout
thiz page
Secure administration, applications,
and infrastructure N ) o . Command Assistance
S5L certificate and key management z:lu;re:im::ﬁ-:::n applications, and infrastructure >{Federated re, \iew administrative
Bus Security o P scripting command for last
Repositories that are configured in the systern are listed in the following table. You can action
Enuiranmant add or delete external repaositaries,

System administration Preferances

Users and Groups Add Delete

Monitoring and Tuning

k| 4
|

[H Troubleshaoting

Select| Repository identifier 2 Repository type 0
Service integration

InternalFileRepository File

upbI

i LDAP LDAP D OMINCES

Total 2

Click Federated Repositories on the breadcrumb trail

Page 93

trovus

Rewarding dialogue



| Integrated Solutions Console - Microsoft Internet Explorer &) =]

File Edit view Favorites Tools Help |'=l

eBack > |ﬂ @ ¢ ) szarch - Favorites (‘*l - B0 ﬂ

Address I@ http: fflocalhost:9060jibmjconsaleflogin. do

Integrated Solutions Console Welcome Help Logout

cl
| view: [All tashs = | Secure adrninistration, applications, and infrastructurs ose page [

Welcame

Guided Activities H Messages Field help

Far field help info
Servers A changes have been made to your local configuration. You can: olact o fial b

- s Zzus directly to the master configuration. marker when the

Applications ® Review changes before saving o discarding, cursor appears.
Resources @4 Tha sarvar may naed to ba restarted for thase changes to take effect.

page help
B security More information |

Sacure administration, applicstions, and Secure administration, applications, and infrastructure > Federated repositories

infrastructurs

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm,
The realm can consist of identities in the file-based repository that is built into the systern, in one or more
Bus Security external repositaries, or in both the built-in repasitory and one or more external repositories,

S5L cerificate and key management

Environment Configuration
System administration
Users and Groups

General Properties
Monitoring and Tuning # Realm name

[ Troubleshooting defaultwIMFileBasedRealm

Service integration # Primary administrative user name

uBnI
Server user identity
 Automatically generated server identity
® Server identity that is stored in the repositary

Server user ID ar administrative user on a Version 6.0.x nade

Passward

¥ lgnore caze for autherization

Repasitaries in the realm:

I Add Base entry to Realm... |I Use built-in repository Rernove
T T

Select| Base entry Repasitory identifier Repasitary type

[ | o=defaultwIMFileBasedrealm | InternalFileR epository File

Click the button Add Base entry to Realm...
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In the drop down ensure the LDAP repository is selected.

For Domino

Distinguished name of a base entry that uniquely identifies this set of entries in the realm is o=<orgname> eg
o=Trovus.

Distinguished name of a base entry in this repository is the same.
Remember that <orgname> is case sensitive.

Here is a screenshot for Domino

osoft Internet Explorer &) =]

File Edit ‘iew Favorites Tools Help

eBack > Iﬂ @] o | ' search ¢ Favorites 421 | - ia = ii
Address I@ http:fflocalhast: 9060f b/ console /login, do

Integrated Solutions Console welcome Help | Logout
. . . . .
| s IA” Tache ;I Secure administration, applications, and infrastructure ofe page
Welcome tration, applications, an
Guided Activities B Mascages Field help
For fiald halp information,
Servers &y changes have been made to your local configuration. You can: o e
: & Savs directly to the master configuration. marker when the help
Applications ® Review changes before saving or discarding. cursor appears.
Resources 5Tha saruer may nead ta ba rastartad for thesa changss to taks
ffect Page help
B security Mare information about this
page
Secure administration, applications, and
infrastructure Secure ini: ion ic ations, and infrastructure > Federated itories > o=Trovus Command Assistance
35L certificate and key management Specifies 3 set of identity entries in 3 repository that are referenced by 3 base entry into the Wiew adrninistrative
Bus Security directory infarmation tree. If multiple repositories are induded in the same realm, it might be scripting cornrmand for last
necessary to define an additional distinguished name that uniquely identifies this set of entries action
Environment within the realm,
System administration Configuration

Users and Groups

Maonitering and Tuning . - .
eneral Properties

# Repository

[oar 2 Add Repository...

#* Distinguished narme of a base entry that uniquely identifies this set of entries in
the realm

o=Trouus

Distinguished name of a base entry in this repository

Troubleshooting
Service integration

upoI

o=Trovus

apply | [ok| [Reset| | Cancel |

& N O B = =T
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For Active Directory

Distinguished name of a base entry that uniquely identifies this set of entries in the realm is o=<hostname> eg

o=connections.

Distinguished name of a base entry in this repository is <domain> broken out into ‘de=
dc=trovus,dc=co,dc=uk.

3 Integrated Solutions Console - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

’

again. Eg

=18l x|

,
| W

." | ' search

ek - O - 14 2l

- Favorites £ | - a1 v

Address I@"I http:fflocalhost: 9060jibmf consaleflogin.do

Edco ks ?

WwWelcome

Integrated Solutions Console

| View: [All tasks =

Welcome
Guided Activities
Servers
Applications
Resources

El security

Secure administration, applications, and
infrastructure

S5L certificate and key management
Bus Security

Enviranment
System administration

Users and Groups

Monitoting and Tuning
Troubleshooting
Service integration

uoot

Help | Logout

Sacure administration, applications, and infrastructure

B messages
@ changes have been made to your local configuration, You can:
® Zzue diractly to the master configuration.
* REeview changes before saving or discarding,

& The server may need to be restarted for these changes to take
effect.

Sacure i Gion 5, and infrastructure > Fed d itories > Repository

reference

Specifies a set of identity entries in a repository that are referenced by a base entry into the
directory information tree. If multiple repositories are included in the same realm, it might be
necessary to define an additional distinguished name that uniquely identifies this set of entries
within the realm.

Configuration

General Properties

* Repository

[Loar <] add Repository.. |

# Distinguizhed narme of a base entry that uniquely identifies this set of entries in
the realm

o=connections

Distinguished name of 3 base entry in this repository
dc=trovus,dc=co.dc=uk

Apply | o] | Reset |

Cancel |

&l
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Close page

Field help
Specifies the Lightweight
Directory Access Protacol
(LDAR) distinguished name
(DM of the base entry
within the repositary, This
entry and its descendents
are mapped to the subtree
that iz identified by the
unique base narme entry
field,

Page help
More inforrmation about this
page

Command Assistance

Wiew adrinistrative

T el intrane:



For both Active Directory and Domino
Click OK

Enter <wasadminuser> as the Primary administrative name. This name must not exist in Active Directory or
Domino directory or be an existing name in the operating system user registry.
RIS

File Edit W¥iew Favorites Tools Help ‘ :,'

@Back-dvlﬂ@ o
S

Address Iﬁj hittp:fflocahost:9060/ibm/console/login, do
[ N

. search

© Favaorites £ | ~ i =~

=]

Integrated Solutions Console Welcome Help | Legout '
‘ view: [All tasks =1 Close page
Welcome ] ations, and infrastructure
Guided Activities Bl Messages Field help
Specifies the nam
Servers A changes have been made to your locsl configuration. You can: R AT

* Ssve directly to the master configuration,

E applications privilegas that is

0 oo dremees beflor soring @ et the ragistry
Resources @ Tha sarver may naed ta ba rastarted for thesa changes to take affact.
Page help
Bl security More infarmation |
) ) ) this pag=
Secure administration, applications, and Secure administration, applications, and infrastructure > Federated repasitories
infrastructure e te
. m By federating repositories, identitias stored in rultiple repositaries can be managed in a single, virtual realm. Command Assisty
(L AN ST L) [T T The realm can consist of identities in the file-based repository that is built into the systern, in one or rare Misw sdrinistrativ
Bus Security external rapositaries, or in both the built-in repasitary and one or mare extarnal repositorias. zcripting comman)
action
Enviranment Configuration

System administration

o
Users and Groups General Properties

Manitoring and Tuning 4 Reslm name
Troubleshooting defaultwIMFileBasedRealm

Service integration # Prirnary adrninistrative user name
wazadrmin|

uoDI
Server user identity
 autornatically genersted server identity

% Server identity that is stored in the repositary

Setver user ID ar administrative user on a Version 6.0.x node

Password

Select Automatically generated server identity
SEIES

File Edt View Favorites Tools  Help |’—CATL
D5&

@Eack A |ﬂ E] o | - search - Favorites 41 | > i@ =T ﬁ
Go | lnks ®

Address Iféj hittp: fflocalhost: 2060fibm/consaleflogin, do

-| | [
Integrated Solutions Console Walcome Help | Logout :

| view: [All tasks B

Close page
Welcome Secure administration, applications, and infrastructure

Guided Activities

| ¢

B Messages Field help

Enables the appli
server to generat
server identity th

Servers & changes have been made to your local canfiguration, You can:

* Save directly to the master configuration.
Applications

* Feuiew changes hefore saving or discarding. far internal proce
Resources A The server may nesd to be restartad for these changes to take effect, cermmunication,
B security Page help
— . More information
Secure administration, applications, and Secure ini ion ications, and infrastructure > Federated repositories this page

infrastructure
By faderating repositories, identities stored in multiple repositaries can be managed in a single, virtual realm.

S5L certificate and key management The realm can consist of identities in the file-based repositary that is built into the systern, in one or mors

Command Assiste

Bus Security external repositories, or in both the built-in repository and one or more external repositaries, View administrati
sctipting comman
Enviranment Configuration action

System administration
H Users and Groups General Properties

Manitaring and Tuning & Realm name
Traubleshooting defaultWIMFileBasedRealm

Service integration # Prirnary adrninistrative user name

wasadrmin
uoDI

¥ user identity

B Ritomaticaiiv generated semer identitd

" Server identity that is stored in the repository

—

Click OK
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Enter <wasadminpwd> for the password.

Note - <wasadminuser> and <wasadminpwd> must be used when stopping the server from the command
line.

ntegrated Solutions Console - Microsoft Internet Explorer - |ﬂ |5|

File Edit Wiew Favorites Tools  Help | T

QBack » ) ~ [=] 2] A Favorites 421 | T ia = v o
Address I@ http: {flocalhost: 9060/ibm/ /consoleflogin.do

=
Integrated Solutions Console Welcome Help | Legout -| |z:

. . - .
‘ View: I”"” tache ;I ‘ Secure administration, applications, and infrastructure ose page

) Search

Walcome Secure administration, applications, and infrasbucture
Guided Activities B Messages Field help

For field help inforrnation,
select a field label or list
marker when the help

Servers A changes have been made to your local configuration. You can:

& Saue directly to the master configuration.
Applications

® Review changes before saving or discarding. cursor appears.
Rasources \The sarver may need to be rastartad for thase changes to take
effect, Page help
Bl security More information shout this
Secure administration, applications, and
infrastructure Secure admini: ion, applications, and infrastructure > Fed d itories > Command Assistance
SSL certificate and key management Administrative user password wiew adminiztrative
Bus Secutity When the realm includes the built-in repository, the primary administrative user account is soripting cornrmand for last
stored in it Apply 3 password to this account to enable security, After security is enabled, you action
Enviranment can manage this account with Users and Groups in the administrative console,
Systam administration configuration

Users and Groups

Manitoring and Tuning Cenaral Properties
Lenera’ Properie

* Password

Troubleshooting
Service integration

Hupor # Confirm password

[oK]| [ cancel

Click OK. You will return to this screen.
IR

File Edit ¥iew Favortes Tools Help | [

eBack A \ﬂ @ . ' Search _"_' Favoribes 4! | - a = - ﬂ

Address |ﬁj http:flocalhost: 9060/ibm/ronsole/login.do e Go | Links *

-| | [
Integrated Solutions Console Welcome Help Logout z:%

cl
| View: IA” tache ;I Secure adrministration, applications, and infrastructure ose page |a

Welcome Secure administration, applications, and infrastructure

Guided Activities B Messages
Servers & changes have been made to your local configuration. You can:
s Saue directly to the mastar configuration.

Applications # Review changes before saving or discarding,

Resources &y Ths sarver may nead ta ba rastarted for thesa changes to take effact.
B security

Secure administration, applications, and Secure administration, applications, and infrastructure

infrastructure

The application serving environment is completely secured when administration is restricted. The applications and the infrastructure th

E5L cartificate and kay management suppotts the administration and applications also are secured,

Bus Security
Configuration
Enviranment

System administration

Users and Groups

Monitoring and Tuning | Security Configuration Wizard | Security Configuration Report

[ Troubleshooting Ad

trative secutity Authentication

Service integration ™ Use domain-qualified user names

™ Enable administrative security
Administrative Group Roles

uopI Web security
Application security RMIFIIOP security
¥ Enzble spplication security Java Authentication and Authorization Service

Authentication mechanisms and eupiration
Java 2 security

™ Use Java 2 security ko restrict application access to local resources
¥ warn if spplications are granted custamn permizsions Esternsl| suthorizstion prowiders
Custom properties
[T Restrict access to resource authentication data
User account repository
Current realm definition
Local operating system

Ausilable reslm definitions

Local operating systerm =1 Configure Set a5 current
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Change Available realm definitions back to Federated Repositories.

tegrated Solutions Console - Microsoft Internet Explorer &) =]

File Edit “ew Favorites Tools Help

QEackv‘Jvlﬂ@ s

Address I@ http:fflocalhost: 9060/ibm/ console/login, do

- search - Favorites {‘" - g = - K

Integrated Selutions Console Welcome Help | Logout
cl
| View: [all tasks =1 2s¢ page |@
Welcome Secure administration, applications, and infrastructure
Guided Activities B Messages
Servers & changes have been made to your local configuration. You can:
— ® Save directly to the master configuration,
Applications % Reuiew changes before saving or discarding.
Resources M The server may need to be restarted for these changes to take effect
B security
Secure administration, applications, and Secure administration, applications, and infrastructure
infrastructure

The application serving envitonment is completely secured when administration is restricted, The applications and the infrastructure th
8L certiiicate and key management suppotts the administration and applications also are secured,
Bus Security

Configuration

Environment
Systam administration

Users and Groups

Monitoring and Tuning | Security Configuration Wizard I Security Configuration Report

Troubleshoating Administrative security Authentication

Service integration 7 Enable administrative security © Administratis User Roles ™ Use domain-qualfied user names
Administrative Group Roles ;

uool Web security

Application security RMI/IIOP security

¥ Enable application security Java Authentication and Authorization Service

Authentication mechanizms and expiration
Java 2 security
™ Use Jaua 2 security ko restrict applicstion access to local resourcas
[7 warn if spplications are granted custorn permissions Esternal authorization providers
Custom properties
[T Restrict access to resource authentication data
User account repository
Current realm definition
Local operating systerm

Configure

lAua\Iab\e realmn definitions

Click Set as current. The page will refresh with Federated repositories as the Current realm definiton.

Expand Web Security on the right hand side.

File Edt Miew Favorites Tools  Help
QEack A > I |ﬂ ﬁ] :‘_ ' Search ‘ Favaorites £ | = i@ = T Ql
Address |g"| hittp: flocalhost:90607bm/consoleflogin, do

Integrated Solutions Console welcome Help | Logout
| View: [All tasks =1 & changes have been made to your local configuration, You can:
| # Ssue directly to the master configuration.
Welcome e Review changes bafore saving or discarding.
Guided Activities & The server may need to be restarted for these changes to take sffect,

Servers
Applications Secure administration, applications, and infrastructure
— The application serving enuirenment is cornpletely secured when administration is restricted. The applications and the infrastructure th

zupports the administration and applications alzo are secured,
B security
Canfiguration
Secure administration, applications, and
infrastructure
55L certificate and key management

Bus Security

Environment | Security Configuration Wizard | Security Configuration Report

. L
System administration Admi

strative security Authentication

Administrative User Roles [~ Use dormain-aualified user names
Administrative Group Roles

Users and Groups I Ensble administrative security

Meonitoring and Tuning =R security]

" R N L] | setting
Troublashooting Application security siingferasisg:-ol: (Ssso]

Service integration ¥ Enable application security Trust association
uDDI RMI/IICP security
Java 2 security Java Authentication and Authorization Service

I Use Java 2 security to restrict application access to local resources

Awuthentication mechanisms and expiration

IF wimem 3 mmrlicabinm s 2en mvambad cicbnen meenie s
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Click General Settings. Check Use available authentication data when an unprotected URI as accessed

2} Integrated Solutions Consale - Microsoft Internet Explorer

Eile Edit Yiew Favorites Tools Help

Qak + ) - 5 &

- ‘ /':‘ Sgarch - Favorites £ |

T ig = v i

Address Iféj http: fflocalhost: 9060 ibmfconsoleflogin.do

Velcome

B

Integrated Solutions Console

‘ view: [All tasks

Welcame
Guided Activities
Servers
Applications
Resources
E security

Secure administration, applications, and
infrastructure

SSL certificate and key management
Bus Security

Envirenment

System administration
Users and Groups
Menitaring and Tuning
Troublesheoting
Service integration

ucI

Click OK

Help | Logout

Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure

B Messages

& changes have been made to your local configuration. You can:
® Save directly to the master configuration,
» Reulew changes before saving or discarding.

& The server may need o be restarted for these changes ta take
effect,

Secure ation, and infrastructure > Web security - General settings

Spedifies the settings for Web authentication,

Configuration

Gener: H)Eel'ties
Web authentication behavior
@ puthenticate only when the URI is protected

"W lUse available authentication data when an unprotected URT is accessed l

U authenticate when any URI is accessed

[T Default to basic suthenticstion when certificate authentication for the HTTPS
dient fails

Apply | [ok| [Reset

Cancel

Click Web Security again and click single sign-on (SSO). Enter <domain> for Domain name

File

Edit View Favorites Tools Help

Cloze page

Field help
The Web disnt can
access validated
authenticsted data that
it previously could not
access, This option
enables the web dient
to call the
getRemotsUser,
isUserInRole, and
getUserPrincipal
methods to retrisve an
authenticated Identity
from an unprotected
Uniform Resource
1dentifier (URI).
However, this option
dras nat rh:”nEﬂn tha E

Page help
More inforrnation about
th

- search

Qe - 0 - 1) @ 0

' Favorites 471 | - ia =

Address I@ http{ flocalhast: 9060fbm/ consale/login, do

Wealcome

Integrated Solutions Console

| Viewr: [All tasks

=l

Welcome

Guided Activities
Servers
Applications
Resources

H security

Secure administration, applications, and
infrastructura

S5L certificate and key management
Bus Security

Environment

Systern administration
Users and Groups
Maonitoring and Tuning
Troubleshooting
Service integration

uoopt

Click OK
Page 100

Help | Logout

Secure administration, applications, and infrastructure

B mMezsages
Ay changes have been made to your local configuration. You can:
e Save directly to the master configuration,
& Review changes before saving or discarding,

A The server may need to be restarted for these changes to take
sffact.

o jon N

Secure 5, and infrastructure > single sign-on (550)

Specifies the configuration values for single sign-on.

configuration

General Properties

¥ Ersbled

™ Requires 55L

Domain name

trovus. co,uk|
W Interoperability Mode

¥ web inbound security attribute propagation

Cancel

Apply | [ok] Reset

trovus

Rewarding dialogue

Close page

Field help
Spacifias the dornain name
(ibrn.comn, for example)
that contains a set of hosts
ta which the single sign-on
applies.

Page help
More information about this
page



Click Enable administrative security

tegrated Solutions Console - Microsoft Internet Explorer - |E‘|ﬂ

File Edit W¥iew Favorites Tools Help

Qe -0 - M @ &

Address I@ hittp: fflocalhost: 2060 ibm/console/login.do

Integrated Solutions Console Welcome Help | Legout -H |:’ :

ations, and infrastructure Cloze page

- search - Favorites 42 | -

; ‘ view: [#ll tasks = ‘ Secure adm

secure administration, applications, and infrastructure

Welcome
Guided Activities B Messages
Servers v changes have been made to your local configuration. You can:
: ® Save directly to the master configuration,

Applications 0 Rerien dhamees beftm saring or chsemhing
Resources M The server may need ta be restarted for these changes to take sffact,
Bl security

Secure administration, applications, and Secure administration, applications, and infrastructure

infrastructure

) The application serving environment is completely secured when administration is restricted, The applications and the infrastructure th
35L certificate and key management supports the adrministration and applications also are sacured.
Bus Security

Corfigurstion

B Enviranment

System administration

Users and Sroups

Monitoring and Tuning | Security Configuration Wizard I Security Configuration Report

Troubleshooting strative securi Authentication

M Service integration ¥ “Enable adrministrative security| fdministrative User Roles [ Use demain-qualified user names
Administrative Group Roles

ULl wWeb security

Deselect Use Java 2 security to restrict application access to local resources. Ensure your screen looks like the
screen below (especially that Federated Repositories is selected under Current Realm definition and well as
Available realm definitions).

Integrated Solutions Console - Microsoft Internet Explorer - |E‘|ﬂ

File Edit view Favorites Tools Help | "l'
(DBack = - €| @ 0| search o Favortes £ | - EB-08
Address I@ http: fflocalhost:9060/ibmfconsaleflogin.do

Integrated Solutions Console Welcome Help | Logout -H | ’

. . . <l
| e I"‘” Tache ;I Secure administration, applications, and infrastructure ofe page
Welcome
Guided Activities B Messages
Servers v changes have been made to your local configuration. You can:
— ® Save directly to the master configuration,
Applications 0 Reren dhonses beftre soring or el
Resources M The server may need to be restarted for these changes to take sffact,
B security
Secure sdminiztration, spplications, and secure administration, applications, and infrastructure
infrastructure

The application serving envirenrment is cornpletely secured when administration is restricted. The applications and the infrastructure th

SSL certificate and key management supports the administration and applications also are sacured.

Bus Security
configuration
Enviranment

Systemn administration

Users and Groups

st amd TR ‘ Security Configuration Wizard I Security Configuration Report
roubleshoating Administrative security Authentication
Service integration ¥ Enable administrative security © fdministrative User Roles I Use demain-qualified user names

Administrative Group Roles .
uppI wWeb security

Application security RMIIIOP security

¥ Ensble application security Java Authentication and Authorization Servics

Authentication mechanizms and expiration

Tava 2 security

£ [ Use Java 2 security to restrict application access to local resources

¥ wearn if applications are granted custom permissions Euternal authorization providers
Custom properties

[T Restrict access to resource authentication data
User account repository

Current raalm dafinition

|_ Federated repositories ]

[Federated repasitories | cenfigure Set a5 current

Press Apply
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Your screen should look like this

File Edit W¥ew Favortes Tools Help

Microsoft Internet Explorer

eBack > Iﬂ @] o | - search - Favorites 4% ‘ - B -0 ﬂ

Address Iﬁj http:fflocalhast: 9060 bmfconsaleflagin.da

Integrated Selutions Console Welcome

‘ view: [All tasks =l ‘

Welcome

Guided Activities

Sarvers

Applications

Resources
Bl security

Secure administration, applications. and
infraztructure

SSL certificate and kay managament
Bus Security

Envirenment

Systern administration

Users and Groups

Monitoring and Tuning

Troubleshooting
Service inteqration

uoDI

Help | Logaut

[oas| ,
—n

Secure administration, spplications, and infrastructure Close page |a

Secure administration, applications, and infrastructure

Bl Messages

% 1f the Restrict access to local resources option is not enabled, the Java virtual machine (/M) systerm
resources are not protected, For example, applications can read and write to files on file systems, listen
to sockets, exit the Application Server process, and so on. However, by enabling the Restrict access to
local resources option, applicstions might fail to run if the required permissions are not granted to the
applications.
[} 1f any of the fields are changed, save the configuration and then stop and restart the server,
& Changes have been made to your local configuration. You can:

s Zaus dirsctly to the master configuration.

# Review changes before zaving ar discarding,

& The server may need to be restarted for these changes to take effect.

Secure administration, applications, and infrastructure

The application serving environment is completely secured when administration is restricted. The applications and the infrastructure th
suppotts the administration and applications also are secured,

Configuration

| Security Configuration Wizard | Security Configuration Report

istrative security Authentication

W Enable administrative security Use domain-qualified user names
Administrative Group Rolas :
Web security

Application security RMIFIIOP security

¥ Ensble application security Java Authentication and Authorization Service

Authentication mechanisme and evpiration
Java 2 security

™ Use Java 2 security to restrict application sccess to local rasources

[T warn if applications are granted custarn perrmissions External authorization providers
) . Custom proparties
[T Restrict access to resource authentication data
User account repository
Current realmn definition
Federsted repositories

g‘] Done
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Click Save at the top of the screen. You will see this screen. Click Logout and close the browser.

B[
File Edit Wiew Favorites Tools  Help

(JBack = - ¢ 2] 0| ssarch - Favorkes {‘ll (A~
Address |€| httpef flocalhast: 9060/ibm/console/login.do

Integrated Solutions Console Welcome Help

Secure administration, applications, and infrastructure Close page

‘ views [All tasks =

Secure administration, applications, and infrastructure

Welcome

Guided Activities Secure administration, applications, and infrastructure

Servers The application serving environment is completely secured when administration is restricted, The spplications and the infrastructure that

supparts the administration and applications also are secured,
Applications

E Resources

Bl security

Secure administration, applications, and
infrastructure
S5L certificate and key management ‘ Security Configuration Wizard I Security Configuration Report

Bus Security
Administrative security Authentication

B Environment ; N
Administrative User Roles [T Use dermain-qualified user names

¥ Enable administrative security
Administrative Group Roles

Systemn administration Web security

H Users and Groups ap RMIfIIOP security

tion security

Monitoring and Tuning Java Authentication and Authorization Service

¥ Enable application s=curity

Troubleshootin — . I
il Authentication mechanizms and expiration
. N Java 2 securil
Service integration ty
Use Java 2 security to restrict application access to local resources

I™ warn if applications sre granted custom permissions Esternsl authorization providers
Custom propaetties

uDDI
[T Restrict access ta resource authentication data
User account rapository

Current realm definition
Federated repositaries

Awailable realm definitions
IFederatEd repositories =1 Cenfigure Set as current

#pply | | Reset

] )
&Joone [T RS ocalineranee 0
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From the services screen right click WebSphere Application Server 6.1 - <hostname>Node01 and select stop.
% Services ==l

File  Action View Help
= |mEEFERE @E e 0w
@ Services (Local) Services {Local)

IBM WebSphere Application Server _Mame 4 | Description | Status | Startup Type [ Logonas | B
¥6.1 - connectionsMode01 %Human Interface Device Access Enables ge... Disabled Local System
%IBM HTTP Administration 6,1 IBM_HTTP... Autarmatic Local System
Stop the service SR TBM HTTP Server 6.1 IBM_HTTP... Automatic Local System
Restart the service - " " o " g -

ere: Application Ser Lo, o

Local System

Manual

%IMAPI ZD-Burning COM Service Disabled

Description: . %Indexing Service Disabled Local System
Controls the running of an 16M ) T ;
websphere Application Server V6, 1 %Interslta Messaging I Disabled Local System
server named: serverl %IPSEC Services Resume rted Autornatic Local System
%Kerherns Key Distribution Center Restart Disabled Lacal System
lirenca | naninn - Micahlad Rlabwnrk <

Note - this is the last time you will stop WebSphere from the services screen. It now needs a password —
therefore you will run the following from <wasinstall>\bin

stopserver serverl -username <wasadminuser> -password <wasadminpwd>

From the Services screen right click IBM WebSphere Application Server 6.1- <hostname>Node01 and select
start

Relauch the Administrative console from the Start menu. You may receive warnings about viewing a page over a
secure connections - accept these

Now you will need to enter <wasadminuser> and <wasadminpwd> to log in
S|

Eile Edit W¥iew Favorites Tools Help ‘ |f,'

o Back — G ~ d] @'] 2 ‘ - search ¢ Favorites &7 | ~ = a:b

Address I!Ej https:)flocalhost: 9043 b/ console/logon. jsp j Go | Links ¥
q 000 -

Integrated Solutions Console ’::.

Welcome, enter your information.

User ID:

Iwasadmin

Click Users and Groups then Manage Users

< Integrated Solutions Console - Microsoft Internet Explorer = x|

File Edit ‘“ew Favorites Tools  Help ‘ !'r'
QBak - ) - ] ) 3 | o~ Search ¢ Favoritss 44 R = i,

Address I@ https:{ flacalhost: 3043/ bm | console lagin. doPaction=secure

Integrated Solutions Console Welcome wasadmin Help | Logout

| view: [All tasks =1 Manage Users

Welcome

Guided Activities

Search for Users

Servers

Applications

Search b #Search for  #Maximum results
Resources IUser (2] 'I * 100

Enviranment

E Users and Groups

Administrative User Roles
Administrative Graup Roles

Manage Users
Manage Groups Page 1 of 1 Total: 0

Menitering and Tuning
Troubleshooting
Service integration

uDD1
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Click Search. If the setup has been successful you should see your LDAP users in either Active Directory or
Domino. This confirms Federated Repositories setup has been successful.

ntegrated Solutions Console =S

File Edit “ew Favorites Tools Help

Q@Back - &) - ¥ 2] .k_|,'i'Search - Favorites {‘“ - B0 8

Address I@‘I https:filocalhost: 904 3/ibmyconsoleflogin.do?action=secure

Integrated Solutions Consale Welcome wasadmin Help | Logout

Manage Users

|41l tasks =l

Welcome

| Wie:

Guided Activities

Search for Users

Servers

Applications

Search b *Search for  * Maximurn results
Resources IUser’ (e - |* 100

Environment

4 users matched the search criteria,
System administration

B Users and Groups
Administrative User Roles
Administrative Group Roles Select User 1D Fitst name  Last name E-mail Unique Name
Manage Users
[T  casparcraven Caspar Graven Craven Caspar Craven@trovus, ca.uk CN=Caspar Craven,o=Trowus
Manage Groups
[T dermadmin dornadrmin domadrmin  dornadmin/Trowus%Trovus@trovus.co.uk CH=domadrnin,o=Trovus
Monitaring and Tuning
[ Troubleshooting [T edward.chsrust Edward Charvet Charvet  Edward. Charvet@trovus. co uk CH=Edward Charvet,o=Trovus
Service integration [ ion.mell Jon Mell Mall Jon.Mell@trovus. co.uk Ch=Jon Mell,o=Trawus
upb1
Page 1 of 1 Total: 4
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Configure WebSphere to manage HTTP Server

On the left hand side click Servers and Web servers

tegrated Solutions Console - Microsoft Internet Explorer == x|
Elle Edit ‘iew Favorites Tools Help W
QBxk - 2 - [x] [2] .{blpSearch - Favorites 42 | - & - @

Address @ https: fflocalhost: 9043 b/ console /login,do?action=secure o | Links **

Integrated Solutions Console  welcome wasadmin Help | Logout |
| Viewr: [All tasks | Web servers Cloze pags
walcome Web servers 7 Phiclo)

Guided Activities

Web servers

Use this page to visw a list of the installed Web servers,

EFR

Preferences

| @enerate Plug-in__ | [ Propagate Plug-in__| | Delete || Templates.. | b
B Applications ==

Resources

o

=

.
Ex

Salect‘ Marme 0 |Wab server Type O | Mode O |Uers|un = | Status ()
Security Eme
Enviranment Total 0

System administration

Bl Users and Groups
Administrative User Roles
Administrative Group Reles
Manage Users
Manage Groups

Monitoring and Tuning

Troubleshoating

Seruice integration

Minnt

Click New.
Enter webserver1 for Server name and <fullyqualifiedname> for host name.

Advanced: if the web server is on a separate machine use the hostname of the web server.

tegrated Solutions Console - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help
Qbxk ~ O - €] 2] (» | ) Search - Favorites 4% | SN = N

Address I@ https:{flocalhost: 2043/ibm/consolelogin, do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout

| View: INI tasks ;I Web servers

Welcame
Create new Web server definition =

Guided Activities

B servers Uze this page to craste 3 new Web sarver,
AppllieEien Sere o e bnadiinnin s Specify the Web server name, type, host name and
Weh servers Web server name, platform.

WebSphere MO servers ty?je,lht')js:tname
D[l el U5 Specify a Web server name, type, host name and platform,
Applications # Server name

H Resources |webseruer1 |
H security #* Type
|IBM HTTP Server =1

Environment
* Haost narne

B System administration [connections. trovus. co.uk |

E Users and Groups # Platform

Administrative User Roles Windows -

Administrative Group Roles

Manage Usars - Cancel

Manage Groups

Click Next
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/2 Integrated Solutions Console - Microsoft Internet Explorer _|5] x|

File Edit Wew Favorites Tools Help

Qeack - ) - [x] ] ‘ - search ¢ Favorites 47 | H-mB-08

Address @ https:{ flacalhost :9043 b/ consoleflagin. do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Lagout |
| View: [All tasks = Web servers Close page
Welcome
Create new Web server definition B [

Guided Activities
Field help
For field help information,

calact a fiald label or list
Select a Web server template rnarker when the halp

cursor appears,

B Servers Use this page to create a new Web server,

Application servers
Web servers
WebSphere MG servers Select the templste that corresponds to the server that you
want to create.

Applications

—3 Step 2: Selecta oy |@|
Resources Web server T
template

B sacuriny Select| Template Name | Type | Decription

Enuirenment [ IHS Systern | The IHS Web Server Ternplate

System administration

Bl Users and Groups

Administrative User Roles
Administrative Group Roles Previous | Mext |  Cancel
Manage Users

Manage Groups

Accept the default template and click Next.

Enter the <httpduser> and <httppwd> as username and password and ensure the Web server installation
location and Plugin installation point to <httpinstall> and <httpinstall>\plugins respectively.

2} Integrated Solutions C crosoft Internet Explorer

File Edit W“iew Favorites Tools Help

QBack - 3 ~ [¥] (2] .{b|,o5earch - Favorites 421 | G- B0 58

Address I@ https: | flocalhost:904 3/ ibrjconsoleflogin.do?action=secure

Integrated Solutions Console Welcome wasadmin Help Lagaout

| View: IAII tashks ;I

Web servers

Welcome
ate ni eb server de =

Guided Activities

E servers Use this page to create a new Web server,

Application servers Enter the properties for the new Web server
Web servers

WebSphere MG servers Enter the Web server properties,

*
& applications Port

Resources
Wweb server installation location

[enHTTPS MY |

Security

Environment # Service name

[IEMHTTPSarvere 1 |

Systemn administration
# Plug-in installation location
[\ HTTPServenPlugins |

Application mapping to the web server
IAII vI

Enter the IBM Adrinistration Server properties,
* Port

E Users and Groups

Adminiztrative User Roles
Administrative Sroup Roles
Manage Users
Manage Groups

Monitoring and Tuning

Troubleshooting

o
=}
=}
=

Service integration # Username

uoDI
# Password
# Confirm password
[ Use ssL
Previous I Nextl Cancel |
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Click Next. Review the screen below.

Integrated Solutions Console - Microsoft Internet Explorer

File Edit ‘View Favorites Tools Help

Qoack ~ ) - ¢ [ | ) Search - Favorites 4% | H-m B0 58

Address I@ https: flacalhosk: 9043 fibmyconsaleflogin.do?action=secure

Integrated Solutions Console Welcome wasadmin Help Logout

| View: IAII tasks _I | Web servers

Welcome

Guided Activities

Bl Servers

Application servers Confirm new Web server
Web servers

WebSphere MG servers The fellowing is a summary of your selections, Click the Finish

button to complete the Web server creation, If there are
settings you wish to change, dick an Previous button to review
the server settings.

Applications
Resources

Security Sumrmary of actions:

Mew Weab server entry "webserverl”

will be created on

hostname "connections trovus, co,uk"
Platform Type "Windows"

web server install

root "CHHTTRSemer"

Flug-in Install lzl

Enviranment
Systemn administration

E Uzers and Groups

new Web server

Administrative User Roles

Administrative Group Roles

Manage Uzers

Previous Finish Cancel
Manage Groups
Monitoring and Tuning
Troubleshooting
Click Finish
/) Integrated Solutions Console - Microsoft Internet Explorer &) =|
File Edit view Favorites Tools Help | #

QBack - ) - [« 2 ‘ ) Search - Favorites £ | - B -0 &

Address I@ https:fflocalhost: 2043 fibm/console /login.do? action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout |

| view: [All tasks = eh seriers
Welcome Vieb servers
Guided Activities B Messages Fie
Fo
B Servers [ Hew server is created successfully, o
Application servers [} modify uariables, resources, and other sarver configuration settings, such as massage m
Web servers broker queue names before running the newly crasted server. u
WebSphere MQ seruers & ave been made to your local configuration, You can: pd
ctly to the master configuration. "
e
applications W changes before saving or discarding, th
@ The server may need to be restarted for these changes to take effect.
Resources o
Security Wik
Web servers 24
Environment ad

Use this page to view a list of the installed Web servers,
Syetemn administration
Praferences

B Users and Groups
| @enerste Plug-in_ || Propagate Plug-in | | Delete || Templates..,

Administrative User Roles

Administrative Group Roles e |~b§|

Manage Users L

Manags Groups Selact| Nama & web ssrver Type & Node _ Vversion _ Status ()
Mon toring and Tuning | websewert IBM HTTP Server connectionsNode01 Base 6,1,0,13 @
Traubleshooting Total 1

Service integration

uopI

Click Save
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Configure IBM HTTP Server for SSL

Advanced: for a production install (especially if public facing) do not use the default certificates. You
should use third party certificates provided to you by your network administrator.

On the left hand side, click Security and SSL Certificate and Key Management
RIS

File Edit “ew Favorites Tools Help ‘ :,'

QEack L Iﬂ @ * | - search - Favorites 441 ‘ - B ;1
Edao |unks *

Address I@j https:{ flacalhost: 904:3/bm/consolelogin. doraction=secure
q LTS
Integrated Solutions Console Welcome wasadmin Help | Logout -”_la %

;I | SEL certificate and key management Close page [«

| WView: [All tasks

waicame S5t certificate and ley managament N [r——

Guided Activities 5L certificate and key management Field help
For field help information,
£ Saras configuration select = fiald label or list

rnarker when the help

—
[ applications CUFEOr Aappears.

Resources

S . Page help
configurations Mare information about this
Balsted Tteme page

soau adnlsEEden epplieeem, oo The Secure Sockets Layer (S5L) protocol provides secure

infrastructure communications betwean ramote seruer processes or 5L
55L certificate and key management | endpoints. $5L sacurity can be usad for establishing confiqurations
—rTo cornmunications inbound to and outbound frorm an enamic
endpoint. To establish secure cornmunications, a Jth—d
; " A i outhoun
Environmant certificate and an SSL configuration must be specfied for outbound
the endpoint. zndaoint S50
configurations
System administration
) : : 4
In previous versions of this product, it was necessary to Key stores and

certificates

(Bl izars and Groups

Click Key stores and certificates.

tegrated Solutions Consol osoft Internet Explorer & x|

File Edit “ew Favorites Tools Help | ,r
(JBack ~ - ¥ 2 0| search | Fovorites £ ‘ - B0 68

Address |g“| https: | flor alhost: 5043 ik consale flogin, do?action=secure Go | Links **

[ e
Integrated Solutions Console Welcome wasadmin Help Logout -n_li :

| View: |AH tacke ;I | SSL certificate and key management cClose page
Welcame certificate and key manageme help |
Guided Activities 551 certificate and key management > Key storas and cartificates Field help
Far field b
Servers Defines KayStore typas, induding cryptography, RACF(R), CMS, laua(TM), and sll TrustStore bypes. select 2 fir
P rmarker wk
Applications Praferences cursor apy
Resources New| | Delete Exchange signers.. | Page help
Bl security Mare infor
il this page
Secure administration, applications, and
infrastructure Select Namne 2 Path O Command
S5L certificate and key management View admi
S — [~ |Modebefsultteystore ${CONFIG_ROOT} cellsf/connectionsiodenl Cell/nades/ connectionsNoded1fkey. p12 L ovietion o
action
Environment [~ |ModebefsuliTruststors ${CONFIG_ROOT} cells/connectionsiodent Cell/nodes/ connectionsNode01 /trust.p12
B system administration | bodelTRakess ${CONFIG_ROOTH cells/connectionsNode01 Cell/nodes/ connectionsNode01/ltpa.jceks
Users and Groups
Total 3

)

Menitaring and Tuning

Troubleshooting
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Click NodeDefaultKeyStore

File Edit ‘Wew Favorites Tools  Help
Qo - O - 4] &

Address IE https://localhost: 9043/ibm/console/login. do?action=secure

b | ,D Search :‘? Favorites £

2-s B0 8

Integrated Solutions Console Welcome wasadmin Help | Logout

| View: [All tasks = | S50 certificate and key managsrment Close page

Welcome L certificate and key management m

Guided Activities 551 certificate and key > Kay stores and certificates > NodeDefaultKeyStore Field h
For fis
Servers Defines KeyStore types, induding cryptography, RACF(R), CMS, Java(TM), and all TrustStore types. selet

- rmarke
Applications Configuration cursar

Resources

Page
B security ’ . More i
General Properties . )
Secure administration, applications, and Additional Properties
infrastructure Narne R ificat
iqner ceificates
S5L certificane and key management [HedeDefaultkeystare ]
Personal
Bus Security
Path certificates
E— $LCONFIG_ROOTY cells/connectionstodediCell/nodes/connectionsNodanl/key plz barzonal

Systam administration

Change passward

Users and Groups Custom properties
Meonitoring and Tuning Confirm password

Troubleshooting

Service integration Tipe

|rrcs1z =l
upol

™ Read anly

[T 1nitizlize at startup

™ Enable cryptographic operations an hardware device

apply | ok| | Reset | | cancel

Click Personal certificates

tegrated Solutions Console - Microsoft Internet Explorer

File Edit W¥iew Favorites Tools Help
@eack - ) - 2 ‘ ) search - Favorites 44 | G- B - L&

Address IE https: ilocalhost: 9043/ bm/consolejlogin, do?action=secure

Integrated Solutions Console Welcoma wasadmin Help | Logout

‘ View: |AH tashs ;I | S5L certificate and key management Close page

Welcome 551 certificate and key managemes

Guided Activities

§5L certificate and key management > Key stores and certificates > NodeDefaultKeyStore > Personal certificates

Servers Manages personal certificates,
Applications Preferences
Resources Create a self-signed certificate Delete Receive a cerificate from a certificate authority Repla
El security = .»?
Secure administration, applications, and
fifesieae Select| Alias & Issued by & Issued to & serlal nun
S5L certificate and key management
Bus Security | default CN=connections. trovus.co.uk, O=IBM, | CN=connections trovus.co.uk, O=IBM, | 12133636
c=ug c=ug
Envirenment
System administration Total 1

Users and Groups

Manitaring and Tuning
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Select the check box next to default and press Extract (you may need to scroll along to see the Extract button)
—18lx
File Edt Wiew Favorites Tools  Help | ﬂ'

QBack ~ ) ~ [ A .\J|/I:] Search ' Favorites 42 | [ B - i

Address I@ https: fflocalhost :904 3 ibm/fconsole/login, do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout

| View: I“” tachs ;I | S5L certificate and key management cClose page

Welcome L certificate and key management

Guided Activities

551 certificate and key » Key stores and certificates » NodeDefaultkeyStore == Personal certificates
Sarvars Manages personal certificates,
Applications Preferences
Resources Create a self-signed certificate Delete Receive a certificate from a certificate authorit Replz
=] i P
B security o) (07

Secure administration, applications, and

Infrastructure elect Alias 2 Issued by 2 Tssued to 7 serial nur
S5L certificate and key management

default CH=connedions.travus.co.uk, O=IBM, CH=connections.trovus.co.uk, O=IBM, 1213363
Bus Security ity s =l

Envirenment

Systerm administration Total 1

Users and Groups

Meonitoring and Tuning

Troublazhooting

Integrated Solutions Consol crosoft Internet Explorer Y |

File Edit “iew Favorites Tools  Help

QBak ~ ) - [¢] 2] ¢ |}jSEarch - Favorites 450 | R B0

Address I@ https: flocalhost: 9043 ibm/consoleflagin. do?action=serure

Integrated Solutions Console Welcome wasadmin Help | Logout

Close page

| View: [All tasks =l

Welcems I [T —

Guided Activities DefaultKayStore > Personal cartificates Field help
Selact Row 1
Servers
Applications Page help
More information shout
Resaurces ive a certificate from a certificate authority Replace |I[ Extract |I Import | | Export this page
El Security Command Assistance

Wiew adrministrative

Secure administration, applications, and
o - — soripting cornrnand for last
Issued to O Serial number & Expiration action
S5L certificate and key managemant
. k, ©=1BM,  CH=connections.trovus,co.uk, O=IBM, | 1213363624 valid from

Bus Securit 5 P 5 5

e c=us June 13,

] 2008 to June
Environment 12, 2009,

System administration

Users and Groups

Menitering and Tuning

Troubleshooting
Service integration

uoo1
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For certificate file name use waskey.arm and place in <httpinstall>

tegrated Solutions Console - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

eBack i T Iﬂ E‘] :‘_. | )j Search 'j‘?Favorites &« | (= 2 = - [J ﬁ

Address I@ https: fflocalhost: 2043jibmyconsoleflogin. do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout

| o IA” tahe = | 55L certificate and key managernent

wWealcarme certificate and key management TE

Guided Activities S5L certificate and key management > Key stores and certificates = NodeDefaultKeyStore >

Personal certificates > Extract certificate

Servers

Extracts a certificate from the key store to be added to another key store as a trusted
certificate [=signer),

Rezources Configuration

E sacurity

Applications

Secure administration, applications, and

infrastructure General Properties

S5L certificate and key management

Certificate alias to extract
|defau|t

Bus Security

Environment # Certificate file name

Systemn administration |c:\httpseruer\wasken,l. arr|

Users and Groups Cata type
IBase64-encoded ASCII data ;I

Monitoring and Tuning

Troublashooting

Applyl ﬂ Reset| Cancel |

Seruice intagration

uooI

Click OK.

Click Logout and close the browser.
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From a command line navigate to <wasinstall>\bin

Run ikeyman.bat

@_IBM Key Management ;Iglll

Key Database File Create Wiew Help

DB-Type:

Key database information

File Name:
Token Label:

Key database content

Personal Certificates | it | | Receive...

Delete

ViewEdit...

Import...

Recreate Request...

Hew Self-Signed...

Extract Certificate...

1

To start, please select the Key Database File menu to work with a key database... |

From the menu select Key Database File and Open.
Change the Key database type to CMS.

Browse to <httpinstall>\Plugins\config\webserverl and select plugin-key.kdb (eg
c:\httpserver\plugins\config\webserverl\plugin-key.kdb)

x
Look In: ‘ﬁ wehserver |V| i IE
[} plugin-key.kdb

File Hame: |p|ugin-key.kdb |

Files of Type: ‘Key database type (*.kdh) | = |

Click Open
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Key database type |CMS -
File Hame: |p|ugin-key.kd h |
Location: |C:IH'I‘I'F'EewenPluginschnﬂglwehseweﬂ1 |

OK Cancel

Clcik OK. When prompted for a password use WebAS (case sensitive). You should see the following screen

@. IBM Key Management - [C:HTTPServer'Plugins' config',webserverl'plugin-key.kdb] - |EI|5|

Key Database File Create View Help

Ceax

Key database information
DB-Type: ChS key database file
File Name: CAHTTPServenPluginsiconfigwebserver!plugin-key kdh
Token Label:
Key database content
Personal Certificates | v | ‘ Receive... |
* WebSphere Plugin Key ‘ Delete |
‘ View Edit... |
‘ Exportimport... |
‘ Recreate Request... |
‘ Hew Self-Signed... ‘
‘ Extract Certificate... ‘
The requested action has successfully completed! |
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Change the drop down from Personal Certificates to Signer Certificates

@.IBM Key Management - [C:\HTTPServer'Plugins’config',webseryverl'plugin-key.kdb]

Key Database File Create View Help

DeEE el

=10l x|

Key database information

DB-Type: CMS key database file
File Hame: CAHTTPSerenPluginsiconfigwehsemeriplugin-key kdh

Thawte Personal Premium CA

Thawte Personal Freemail CA

Thawte Personal Basic CA

Thawte Premium Server CA

Thawte Server CA

Werisign Test CA Root Certificate

RSA Secure Server Certification Authority

WeriSign Class 1 CA Individual Subscriber-Persona Mot Validated
WeriSign Class 2 CA Individual Subscriber-Persona Mot Validated
WeriSign Class 3 CA Individual Subscriber-Persona Mot Validated
Werisign Class 1 Public Primary Certification Authority

Werisign Class 2 Public Primary Certification Authority

Werisign Class 3 Public Primary Certification Authority

Token Label:

Key database content
|Signer Certificates | hd | ‘ Add... |
WehSphere 5.0 Dummmy Cert
WehSphere Hew Duminy Server CA
WehSphere Dummy Server CA ViewEdit...
WehSphere Dumnmy CA

Extract...

[n signer certificate is from a certification authority {(CA) or from another weh site.

Click Add

Add CA's Certificate from a File

Data type |Baseﬁ4.encuued ASCIl data ‘ - |

X

Certificate file name: |*.arm|

Loome. |

Location: |C:1Web8phereb‘3«ppSewenbim

‘ OK H Cancel ‘

Page 115

trovus

Rewarding dialogue




Click Browse and select the key you exported from WebSphere in <httpinstall> (eg waskey.arm)

@, Add CA's Certificate from a File x|
Look In: |3 HTTPServer | ||| e
] tmp ] htdocs Jlogs
] bin Jicons ] modules
] codepages ] include ] Plugins
] conf ] java ] properties
] error ] lafiles ] readme
] example_module ] lib (] uninstall
] GSKitimage ] license [ waskey.arm
File Name: |was|-:ey.arm
Files of Type: |[Keyfile type (*.cer, arm) -

Open Cancel
Click Open
x

Data type |Baseﬁd-encnded ASCIl data | - ‘

Certificate file name: |waskev.arm

|

Location: [CAHTTPServen

| OK

H Cancel |

Click OK
Enter a label (eg WebSphere v6)

Enter a Label

X

- Enter a label for the cerdificate:
WebSphere vE|
OK Cancel
Click OK
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You should see the new key added

8] 1BM Key Management - [C:\HTTPServerPlugins\configiwebserverlplugin-key.kdb] -10] x|
KeyDatabase File Create View Help

Ned® R

Key database information
DB-Type: CMS key database file
File Name: CAHTTP S erveiPluginsicanfigiwe bserveripludin-key. kb
Token Label:

Key database content

‘Signer Certificates ‘ - |

lWehSphere v ! Delete
Cert

WehSphere New Dummy Server CA ViewEdit...
WehSphere Dummy Server CA
WehSphere Dummy CA Extract...
Thawte Personal Premium CA
Thawte Personal Freemail CA
Thawte Personal Basic CA
Thawte Premium Server CA
Thawte Server CA
ferisign Test CA Root Certificate
RSA Secure Server Certification Authority
eriSign Class 1 CA Individual Subscriber-Persona Not Validated
feriSign Class 2 CA Individual Subscriber-Persona Not Validated
feriSign Class 3 CA Individual Subscriber-Persona Not Validated
ferisign Class 1 Public Primary Certification Authority
ferisign Class 2 Public Primary Certification Authority
‘erisign Class 3 Public Primary Certification Authority

i

IThe T action has

Close the utility (you do not need to save these key files).
Open the httpd.conf file in <httpinstall>\conf

Search for the line
#LoadModule headers _module modules/mod_headers.so

and delete the # to enable headers

Search for the line
#LoadModule rewrite module modules/mod_ rewrite.so

and delete the # to enable rewriting
At the end of the file - add the following:

RewriteEngine on

LoadModule ibm ssl module modules/mod_ibm ssl.so

Listen 0.0.0.0:443

<VirtualHost *:443>

RewriteEngine on

SSLEnable

SSLProxyEngine on

ServerName <fullyqualifiedname>

</VirtualHost>

SSLDisable

Keyfile "<httpinstall>\plugins\config\webserverl\plugin-key.kdb"
SSLStashFile "<httpinstall>\plugins\config\webserverl\plugin-key.sth"

Remember that <fullyqualifiedname> needs to be substituted with your fully qualified hostname.
Eg:

ServerName connections.trovus.co.uk

Keyfile "c:\httpserver\plugins\config\webserverl\plugin-key.kdb"

SSLStashFile "c:\httpserver\plugins\config\webserverl\plugin-key.sth"
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Save the httpd.conf file.

Click Start -> All Programs -> IBM HTTP Server 6.1 -> Stop HTTP Server
Click Start -> All Programs -> IBM HTTP Server 6.1 -> Start HTTP Server

Note | often have problems starting and restarting HTTP Server with the process hanging. If this happens
launch the task manager (press CTRL-ALT-DEL and select Task Manager) and end all the Apache.exe
processes then try starting the HTTP server again.

Check you can access your HTTP Server from http://localhost and https://localhost

EIES

File Edit ‘iew Favorites Tools Help ‘ !';’

Qeack - &2 - [*] [ o Search Favotites 4% | - LB e

Agdrals I-g'] https:filacalhast) I j a Ga | Links **
 S————————— |

WebSphere. software

IBM HTTP Server Version 6.1

@ndministration | @ Information center | & Support | Release notes

Extract the Connections Database Wizards media.

Run dbwizard.bat

Advanced: if using a separate database server run this on the database server machine
Click Next on the Welcome screen

Select Create

i patabase Wizard for Lotus Connections i ] P

Database Task Selection
Lotus. Connections

Select the database task:

* Create
" Delete
" Upgrade

Click Next
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Ensure DB2 is selected and that <db2install> is in the Database installation location field

) patabase Wizard for Lotus Connections o ] 1

Database Selection

Lotus. Connections

Select the database bvpe, installation location and database instance.

# DB2 Universal Database (TM)
" Oracle Enterprise Edition

- SGL Server Enterprise Edition

Database installation location:

| crisqLLIE Browse. ..,

i

Database instance:

| DB2

Click Next

Ensure all databases are selected

& patabase wizard for Lotus Connections o ] 21|

Features Selection

Lotus. Connections

Select the Features that wou want to create databases.

IV Activities
¥ Elogs

v Commurities
|7 Daogear

¥ Profiles

¥ Home page

Click Next
Click Create




You should see the following screen when completed.

& Database Wizard for Lotus Connections o ] 24

Post Configuration Task Summary

Lotus. Connections

The creation database task completed, The Following configuration has been run:

Action: Create Lotus Connections database =
Database tvpe: DE2 Universal Database (TM)

Database install location: C:SQLLIEY,

Dakabase instance: DEZ

The selected Features are: Activities,Blags, Communities, Dogear, Home page,Profiles

Activities

Database name: OPMNACT

Dakabase user: LOUSER

Result: The database creation is successful,

Blogs

Database name: BLOGS

Database user: LOUSER

Result: The database creation is successful,

Communities

Database name: SMCOMM e
Database user: LOUSER

Result: The database creation is successful,

Dogear

Database name: DOGEAR.

Database user: LOUJSER

Result: The database creation is successful,

Home page
Database name: HOMEPAGE hd|

| Finish |

Click Finish.



This step is only required if installing Profiles.

From the Tivoli Directory Integrator install image run Launchpad.
Click Install IBM Tivoli Directory Integrator on the left hand panel.
Click IBM Tivoli Directory Integrator 6.1.1 installer

Click Next on the Welcome screen.

Accept the license terms and click Next

Select Typical.

ﬁ 1BM Tivoli Directory Integrator ¥6.1.1

Press Next

o] ]
Selectthe installation type you prefer:
i Typical - installs Runtime Server, CE, Javadacs and Examples
 Custam - features are selectable (additional features availakle)
= Back | Mewxt = I Cancel
Enter an installation path. This is <tdiinstall>.
irectory Integrator ¥6.1.1 = |EI|5|

Destination Path:

The FLEXnet Wizard will install IBM Tivali Directary Integratar v6.1.1 in the fallowing
folder. Toinstall to a different folder, click Browse and select an alternate location.

]

Browse |

<pack | et = | Carcel

Click next.
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Click Do not specify. Use current working directory at startup time.

i IBM Tivoli Directory Integrator Install Launchpad

; Tivoli. software

Language selection: IEninsh

ifi IBM Tivoli Directory Integrator ¥6.1.1 - |I:I|£|

Welcome

Release Inf
fou have the option of selecting a Solutions Directory. A Solutions Directory is

Prerequisite a static directory where the TDI Server and CE will laak for your solutions.

Install IBM k4 /  Use a TOI subdirectory under my hame directary,
Integrator .  Use Install Directory.

Install IEM i Select a directory to use,

Integratar |

Synchroniz: A

Exit Browse |
= Do notspecify. Use current warking directory at startup time.
= Back | Mext = I Cancel
Click Next
Click Install

When the install completes with a successful message click Finish.

Unzip the Tivoii Directory Server 6.1.1 Fix pack 3 (see required software for location)
Run c:\Program Files\IBM\Common\ci\gmi\bin\gmi.cmd

Click Next on the Welcome wizard.

Select Install maintenance packages
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% Update Installer = 0] =]

Wiould yvou like to install or uninstall maintenance packages?

& |nstall maintenance packages such as fikes, fix packs or refresh packs.

T Uninstall maintenance packages such as fizes, fix packs or refresh packs.

= Back || Mest = I Cancel

Click Next

Ensure Tivoli Directory Integrator 6.1.1 is selected

% Update Installer o ] A |

Zhoose the product to be updated:

Select I Product narme I
£  |BM Tivoli Directory Integrator v6.1.1

= Back || Mext = I Cancel

Click Next
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i Update Installer

=101 x|

retmove paths by selecting Edit.

Paths to search:

The following paths will be searched for maintenance packages. You can add or

= Back [Mext =

Zancel

Click Edit
Select the directory where you unzipped the fix pack and click Add

Select direct to search

Available search paths: Selected search paths:

[&3 TG
| | System

| Documents and Settinas
| Doming

| HTTPServer

| MS0Cache

| Program Files

= Remaove |

™ Include subdirectories

Qi Cancel

Click OK
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& Update Installer =10 =]

The following paths will be searched for maintenance packages. You can add ar
remaove paths by selecting Edit.

FPaths to search:

CAB

= Back Mext = Cancel

Click Next.

Select the check box next to the fix pack.

% Update Installer = 0] =]

Selectthe packages to install:

Install | Mame | Release Date |  Status |

W IEt Tivali Directory Integrator v6.1.1 - Mar 12,2008
i FPOO03

2 Mot Installed

< Back || Mext = I Cancel

Click Next
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Leave the defaults on this screen.
JTaTEY

The Update Installer can install maintenance on your computer and save your
settings to a response file. Aresponse file can then he used to perfarm a silent
maintenance install an this ar other computers. You can use this wizard to create
arespaonse file even ifyau do not install maintenance at this time.

¥ Install maintenance on this computer
r Save your settings in a response file

Fesponse File:
|C:1DOCUME~1L&DMINI~1 ILOCALS~NTempiresponse td

Browse... |

= Back || Mest = I Cancel |

Click Next.

&) update Installer o ] S

pdate Installer has enough information to start applving maintenance.

[fyouswant to change any settings, navigate to a previous panel. Ifyvou are satisfied
with the settings, select Install to begin copying files.

Maintenance will be installed for the following product:
Hame: [BM Tivali Directory Integratar ve.1.1
Discriminant: CATDI
Maintenance to he installed:
IEM Tivali Directary Integratarv.1.1 - FFO003
Other Settings:
Response File; Maone
Log File Location; CADOCUME~TWADMINI-1LOCALS ~1TempiGh_msg%g.log

= Back Cancel

Click Install.
On a successful install click Finish.

Create subdirectory <tdisol> under <tdiinstall>
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Extract the Lotus_Connections_Insatll\TDISOL\tdisol.zip from the Lotus Connections install media
to <tdisol>.

Ensure that your directory structure looks like <tdisol>\tdi rather than <tdisol>\tdisol\tdi

For example, this is incorrect
I| ' Il_ll=|_'l

|} serverapi
= [ ) tdisal
= 1) kdisal
Sl

) archi
) ek
) lib
) logs —
) samf
) serve

This is correct
QI iy L B

) serverapi
[=1 1) tdisol

Sl 70
I archive
I ekc
I lib
) logs
) samples
I) serverap
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Copy <db2install>\java\db2jcc_license cu.jar to <tdiinstall>/jvm/jre/lib/ext

Edit <tdiinstall>\ibmdisrv.bat
At the end of the file, locate the command which execute java — eg

B ibmdisrv.bat - Notepad

File Edit Format “iew Help

=10l

gacho off
setlocal
set PATH=C:AZTDINjwmyjreivbingC:inToIn1ibs; ¥PATHE

rem Get solution directory parameter (overrides TDI_SOLDIR)
ichecksaol
if LEl==.-35 (

rem Make sure we are on the correct drive

%02

rem C0o into solution directory

if not exist "%2" mkdir "z2"

cDh "m2"

goto execute

J
shift
if not .%l==. goto checksol

rem only set TDI_SOLDIR if it hasn't been set already in caller's shell
if J%TDI_SOLDIR¥==. [

set TDI_SOLDIR="."
p]
call "ConTDINibmdiowd"” ®TDI_SOLDIRY

rexaecute

SFf potaxist dogsmbdie oo

endlocal

l |

Just before —classpath add —Xms256M —Xmx1024M

The command should now look like

"C:\TDI\jvm\jreﬁbin\java"|:c1aispath "CinToINjarsyssrdpartyhIBMhdb2joc_license_c. jar”

"-plogd]

B ibmdisrv.bat - Notepad

File Edit Format WYiew Help

Aacho of f
setlocal
set PATH=c:“tdidjumjrevwbing cihtdi™]ibs; ¥PATHE

rem Get solution directory parameter (overrides TDI_SOLDIR)

rchecksol

i ¥l==.-5 [
rem Make sure we are on the correct drive
%2

rem C0 into solution directory
if not exist "2 mkdir "x2"
D s

) goto execute

shift

if not .%¥l==. goto checksol

rem only set TDI_SOLDIR if it hasn't been set already in caller's shell

if . HTDI_SCOLDIR¥%==.
set TDI_SOLDIR="."

J

call "c:ntdivibmdicwd” %TDI_SOLDIR%

iexecute .
if not exist Togs mkdir 1

endlocal
1] |

Save and close the file.
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Edit <tdisol>\TDI\tdienv.bat
Change the TDIPATH variable to <tdiinstall>

[ tdienv.bat - Notepad

File Edit Format Wiew Help

=10l x|

lgecho off
IF "%TDIPATHE s [
SET TDIRPATHEC % TDI|

]

IF "%TDI_CS_HOST%" == "" (
SET TDI_CS_HosT=localhost

)

IF "®TDI_CS_PORTH" == "" (
SET TDI_CS_PORT=1527

J

K7

Save and close the file

-,

al B7

Lotus Connections v2 includes a wizard to populate the Profiles database. However, | had problems with this
wizard and getting the management information to populate correctly, as well as syncing future changes.

Therefore | did this step manually.

Edit <tdisol>\TDI\map_dbrepos_from source.properties

For Domino:
set PROF_GUID= dominoUNID
set PROF_UID= {func_map_ to_db_UID}

For Active Directory:
set PROF_GUID={function map_from objectGUID}
set PROF_UID=sAMAccountName

You can also update other fields. For example:
PROF_TELEPHONE_NUMBER=telephoneNumber

Repeat this for other properties you wish to show.

Save and close this file.
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For both Active Directory and Domino:
Edit <tdisol>\profiles_ tdi.properties
Set the following values

source_ldap_url=ldap://<fullyqualifiedname>:389
dbrepos_username=<db2user>
{protect}-dbrepos_password=<dbZ2pwd>

For Domino

source_ldap_ user_login=cn=<domadmin>,o=<orgname>
source_ldap_ search_ base=o=<orgname>

source_ldap_ search filter= (&(uid=*)(objectclass=inetOrgPerson))

For Active Directroy:
source_ldap_user_login=cn=<winadminuser>,cn=Users,dc=<domainl>,dc=<domain2>,...
{protect}source_ldap_user_password=<winadminpwd>

source_ldap_search base=cn=Users,dc=<domainl>,dc=<domain2>,...
source_ldap_ search filter=(objectClass=User)

eg:
source_ldap user_login=uid=Administrator,cn=Users,dc=trovus,dc=co,dc=uk
source_ldap_ search_base=cn=Users,dc=trovus,dc=co,dc=uk

For both Active Directory and Domino:

Save and close this file

Change directory to <tdiso/>. Run the following commands:

collect_dns.bat
populate from dn file.bat (ensure you geta message showing successful import of records)
mark managers.bat

Note that this performs a one-time migration from LDAP to the Profiles database. Updates to a users profile are
not propagated to the LDAP or vice versa. To enable this requires complex setup of your LDAP server and
should only be performed by an experienced LDAP administrator. See the Lotus Connections InfoCenter for
more details.



Ensure WebSphere Application Server is stopped
To stop WebSphere, do not use the services panel but rather go to the command line and navigate to

<wasinstall>\bin (eg C:\WebSphere\AppServer\bin)and run
stopserver serverl -username <wasadminuser> -password <wasadminpwd>

eg stopserver serverl -username wasadmin -password -wasadmin

Command Prompk

Microsoft Windows [Version 5.2.37981
(GC» Copyright 1785-288A3 Microsoft Corp.

C:~Documents and Settings™Administrator>cdiuwehspheresappserver~hin

CE\HehSphere\ﬂppSeruer\hin>stupseruer serverd —username wasadmin —password wasad

min

ADMUA116I: Tool information is being logged in file
GC:xUWebSphere~AppServersprofilessAppSrvdlislogssserverlsstopServer. log
Because serverl iz registered to run as a Windows Service,. the
regquest to stop thiz zerver will he completed by stopping the
associated Windows Service.

Tool information is being logged in file

C:sWebSpheresAppServersprof ilessAppSrvdislogssserverisstopServer. log
Starting tool with the AppSruvBl profile

Reading configuration for server: serverl

Server stop regquest issued. Waiting for stop status.

Server szerverl stop completed.

C:~WebhSpherevAppServershin’

Run Lotus_Connections_Installlinstall.bat from the Lotus Connections installation media.
Select English as the language and press OK.

Click Next on the Welcome Screen

Accept the license terms and click Next

Select Install Lotus Connections only and click Next



Select you instance of WebSphere Application Server

°Installation Wizard for Lotus Connections 2.0

Lotus. Connections

Selectthe location ofthe WehSphere Application Server,

The fallawing YWebSphere Application Server installations are detectad. Selectthe ane an which you want
toinstall Lotus Connections.

Existing WWehSphere Application Server Version 6.1.0.13 instance(s):

Click Next

Enter an installation location for Lotus Connections

olnstallatiun Wizard for Lotus Connections 2.0

Lotus. Connections

Choose Mextto install "Lotus Connections” to this directory, or choose Browse to install to a different directory.

Directory name:

CivwehSphereilotusConnections

Erowse |

Click Next

Select the features you wish to install (you must have completed the TDI steps above to install Profiles
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.Installatinn Wizard for Lotus Connections 2.0

Lotus. Connections

Selectthe features to install.

[V Activities

[V Blogs

[V Caommunities

[¢ Dogear

[V Profiles

Do you wish to install the Lotus Connections Horme page?
* Yes

" Na

f

< Back Cancel

Press Next
Choose Compact, Typical or Custom depending on your desired WebSphere infrastructure.

If you select Compact, you simply use the default profile, and choose whether to use the existing server1 or
create a new server.

With typical, you choose one Profile, but can create multiple new servers for the different connections features.
With custom, you can install to different profiles and different servers.

If you know what you are doing, go ahead and map the features to the profiles and servers of your choice. You
do not have to create the servers in advance, you can create new ones with this wizard, however if you want to
use a profile other than the default (AppSrv01) you must have created these Profiles already.



If in doubt — use Compact and select create a new server under Server

°Installatiun Wizard for Lotus Connections 2.0

Lotus. Connections

Specify the profile and server for the features.

Frofile

AppSrel LI

Server

Give this server a name — eg Connections. This is <connectionsserver>.

elnstallatinn Wizard for Lotus Connections 2.0

Lotus. Connections

Specify the name far the new server for the features.

Profile
[#ppsmo1 ]

Server

|Cunnecti0ns

Click Next

Ensure <fullyqualifiedname> is entered as the Host name

°Installatiun Wizard for Lotus Connections 2.0

Lotus. Connections

Enter the hast name far the WebSphere Application Server. Use the fully gualified Damain Mame Senvice
(DKS) name ar short DMES name.

Host name:

|cunnectinns.tmvus.cu.uk

Click next.
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Select DB2 as the database type

°Installatiun Wizard for Lotus Connections 2.0

Lotus. Connections

Selectthe database type:

& DEZ Universal Database (T}

¢ Oracle Enterprise Edition

¢ 8GL Server 2005 Enterprise Edition

Click Next

Select all features to use the same database server

9 Installation Wizard for Lotus Connections 2.0

Lotus. Connections

Are the features using the same database server?

& Yes, the same database server

™ Mo, different database servers

Click Next
Check Host name is Llocalhost and that the JDBC driver library is <db2install>\java

Advanced: if installing across multiple machines enter the hostname of the database server, not
localhost

°Installation Wizard for Lotus Connections 2.0

Lotus. Connections

Enter the database properties. The installer uses this information to create the JDBEC provider and
cohnectto the database for the featured application.

Host name:

|I0calhnst

Port:

|a0000 -,
JDBC driver library: //
|c:1.sqllib‘tja\ra

2

Click Next

arding dialogue



On the following database configuration screens enter <db2user> and <db2pwd> for Application user ID and
Application user password

°Installatiun Wizard for Lotus Connections 2.0 - 0| x|

Lotus. Connections

Activities configuration

Enter the database properies. The installer uses this information to create the JOBC provider and
connectto the datahase for the featured application.

Database name:
|OPHACT

Application user 1D (Account used by feature to connect to the database server): |
[a2admin /

Application user password: r -
>

I

Click Next.
Repeat this for each feature.

You will eventually get to this screen. Leave the default selected to use a single directory for all features

olnstallation Wizard for Lotus Connections 2.0

Lotus. Connections

Specify data directory for the features.

The data directory is a secondary store heyond the relational database storage. This directory will store
index files for searches, and contents such as images and presentations for various features.

¥ Specify data directory for Lotus Connections
Directory for Lotus Connections data

|C:‘tWebSpherelLotuannnectionsIData )
Browse | //

" Specify data directary far each feature f

Click Next

If you have a mail server configured leave Yes selected on this screen. You will then have to enter your mail
server configuration. If not press No.




°Installatiun Wizard for Lotus Connections 2.0

Lotus. Connections

Maotification enablement

mail enahled features can send mail notifications based on key events, and allow users to send their own
naotifications. Do you want to enable notifications?

 ves. Provide mail server canfiguration infarmation in the steps that fallow.

Click Next

If you selected Yes in the previous screen you will now have to enter your mail server information. Consult your
mail server administrator for details.

Leave Profiles database selected as the directory to use to search for people

°Installatiun Wizard for Lotus Connections 2.0

Lotus. Connections

People Search

Selectwhich directory to search for people:
& Profiles datahase

" LDAP organizational directory

Click Next

Click Next on the summary screen and wait for Connections to install.

ding dialogue



After while and all being well you should see a success screen. Note the URLs especially the port numbers.
Note each feature may have a different port number if you used different Profiles and/or servers. You will need
these port numbers in the Map Virtual Hosts section below.

You will also need the Server administrative console URL form the Home Page. Note this as
<connectionsadmin>.

The Feature’s access URL for the Home page is <connectionhome>

.Installatiun Wizard for Lotus Connections 2.0

Lotus. Connections

Lotus Connections install result

The installation of feature Activities is SUCCESEFUL! 1
The installation of feature Blogs is SUCCESSFLULL

The installation of feature Communities is SLUCCESSFUL
The installation of feature Dogear is SUCCESSFLUL

The installation of feature Profiles is SUCCESSFLUIL

The installation of feature Home page is SUCCESSFULI

Server's administrative congale URL
Activities: hitp fconnections trovus . co.u bmiconsule
Blogs: hitpdfconnections trovus. co.ukcS0RZNbmiconsale
Communities: hitpfconnections trovus co.uk 8062fhmiconsale
Cogear: hitp:fconnections trovus.co uke9062ibmicansale

.,

Home page: hitp:f'connections trovus.co uk: 306 2hmiconsole

Fesature's access URL:

Activities: hﬂp:ﬂcnnnectinns.trovus.cn.uctivities o
Blogs: hitpdfconnections trovus.co.ukc3082Mlogs

Communities: hitpfconnections trovus . co.uk: 9082fcommunities

Diogear: hitp:ficonnections.trovus.co.uk:9082/dogear

Frofiles: httpfcannections trovus co. uk: 808 2iprofilas ﬂ

Hrrma nana: hbnctieannactinne trovie o ol QA8 Wharmonana

Click Finish



Edit httpd.conf in <httpinstall>\conf

You can set HTTP Server to cache static content by performing the following.
Search for the line LoadModule expires_module modules/mod_expires.so
If it is commented out remove the # to uncomment the line.

Add the following to the end of the file:

ExpiresActive On

ExpiresByType application/x-javascript "access plus 1 day"
ExpiresByType text/css "access plus 1 day"

ExpiresByType text/plain "access plus 1 day"

ExpiresByType text/xsl "access plus 1 day"

ExpiresByType image/gif "access plus 1 day"
ExpiresByType image/jpeg "access plus 1 day"
ExpiresByType image/png "access plus 1 day"
ExpiresByType image/bmp "access plus 1 day"

ExpiresByType image/icon "access plus 1 day"

Save and close the file



Configure applications

Note that if you installed Connections across multiple profiles you will need to repeat these steps for all Profiles.

From Start -> Control Panel -> Administrative Tools -> Services right click IBM WebSphere Application Server
6.01 <hostname>Node01 and press Start

Once the service has started launch the Administrative Console from the Start menu.
Log in using <wasadminuser> and <wasadminpwd>.

Select Applications -> Enterprise Applications from the left hand side of the Administration console.

Eile Edit W¥iew Favorites Tools  Help
eBack > D @ :,')‘,']SEarch ' Favorites ) | (= wm B -0 ﬁ

Address IE hittps:)flocalhost: 9043 ibm/console/login, do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout
‘ View: I""” taeks ;I ‘ Enterprise Applications Cloze page
Welcome Enterprise Applications
i ]
Guided Activities Enterprise Applications
Servers Use this page to manage installed spplicstions, A single application can be deployed onto multiple servers.
El applications Preferences
= Enterprise Applications start | | stop | [ Install Uninstall Update Rollout Update Remous File | Export | | Export DDOL Export Fila
= Install Mew Apphication
B B |
E Resources O e
B Security Select| Name & Application Status ()
Enviranment | Adivities ®
Systam administration r Blogs ®
B Users and Groups | cemmunities P
Monitoring and Tuning
DefaultApplication ]
Troublesheoting r
Service integration r Dogear ®
upet [~ | Hemepsge ®
r Profiles #®
] iwtApp &
] uer &
Total 3

Click the Blogs application
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Integrated Solutions Console - Microsoft Internet Explorer |8 =

File Edit Wew Favorites Tools Help | lfr'

OBack > |ﬂ |E1 o | - search - Favotites &£ -

Address I@l] https: fflocahost 19043 ibmyfconsoleflogin. do?action=secure Links **
Integrated Solutions Console Welcome wasadmin Help | Logout
| view: [All tazks | Closs page [+

Welcome Enterprise Applications 7 1= WHelp =

Guided Activities Enterprise Applications > Blogs Field help
foiemnse Appleanons For field help information,
Servers Use this page to configure an enterprise application. Click the links to access pages for select 3 field label or list
further configuring of the application or itz maodules. rmarker when the help

B applications cursor appears.

Enterprize Applications canfiguration

Tn=tall Mew Application Page help

More inforrnstion sbout

Resources c . - this page
eneral Properties Modules
Sacurity ¥ Name
|BI | Manage Modules
Enwironment ogs
System administration Application reference validation Web Module Properties
[1=zue warnings = .
Users and Groups Session management
Manitaring and Tuning Detail Properties LContext Rook For Web
Maodules
Troublashooting Target specific spplicstion status 18P reload options for web
E Service integration Startup behsvior modules

e [—

Click Manage Modules

Select all the check boxes.

Under Clusters and Servers click webserverl.

il you used the Compact install, hold down Ctrl and select <connectionsserver>.

If you used Typical or Custom install, hold down Ctrl and select the server onto which you installed the Blogs
feature.

Either way, wnsure both the webserver and the application server are selected.

Note the Infocenter tells you only to select certain modules. | played safe and selected all of them.

tegrated Solutions Consol crosoft Internet Explorer =] x|

File Edit Wew Favaorites Tools Help | ,'J.'
Qoiack - ) - ¥ &) | - Search - Favorikes &2 | -

Address |g'] https:/flocalhost 9043 b/ console/login, do?action=secure Go | Links **

Integrated Solutions Console Welcome wasadmin Help | Logout Eﬁ

cl
| View: |All tasks ;|| ose page
welcome Enterprise Applications
B Guided Activities prise Applications > Blogs > Manage Madul
Seruers Mzanage Modules

Bl Applicstions Specify targets such as application servers or clusters of application servers where you want to install the modules that are contain

e Modules can be installed on the same application server or dispersed among several application servers, Also, spedify the Web se
serve as routers for requests to this application, The plug-in configuration file (plugin-cfg.xml) for each Web server is generated, |

etell e Applieadin spplications that are routed through,

Resources Clusters and Servers:

Security

Environment

Sy edpiEEEEeD Rernove | [ Update Rernove File Export File
o
B Users and Groups
Menitoring and Tuning ~——
Select | Module URI 2EUE | server
B Troubleshooting Typ=
e — I Raller blogs. war,WEB-INFf wab. xml web WebSphera: cell=connectionsNoded1Cell,node=connedionstode
weblogger Module
uppI i scell= = i
I~ Connections | o0 wEs - INFwsboml | D WebSphere: cell=connectionsNoded1Cell,node=connadionstode
Core UI Module
v Multiple le-bookmarklet. war, WEB- web WebSphera:cell=connectionsNode01Cell,node=connacionstode
Bookrnark INFfweb, xml Module
g::rdcl?st seedlist. plugin.blogs. war, WEB- web Websphere:cell=connectionsNodediCell,node=connectionsdode
Serelet INFfweb, xml Module

[ok| | cancel

Click Apply (you must click Apply before OK).
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alntegrated Solutions Console - Microsoft Internet Explorer .

Eile Edit Wiew Favortes Tools Help ‘ :f'
(JBack = - %] 2 .| Search Favorites 4! | - B -

Address Iﬂj https:/flocalhost: 9043 fibmfconsole login. do? action=secure [~ Go | Links *

[
Integrated Solutions Console  welcome wasadmin Halp | Logout | |

Cloze page

‘ Viawr: [l tasks

Welcome

Guided Activities Enterprise Applications > Blogs > Manage Modulas

Servers Manage Madules
Bl Applications § _ _ .
Sperify targets such as applicstion servers or dusters of applicstion servers where you want to install the madules that sre contain

e Modules can be installed on the same application server or dispersed among several application servers, Also, specify the Web s=
sarue as routers for requests ko this application. The plug-in canfiguration file (plugin-cfg.xrl) for each Web server is genarated,

finetall e (ppilieiion applications that are routad through.

Resources Clusters and Servers:

Security

Apply

Environment

S —— Remove | Updats Remove File Export Fils
m
Users and Groups
Manitering and Tuning ™
Module
Select| Module URI Server
Troubleshoating Type
Stz et T aboane | bloaswanwenmirvebami | e o choneNaden el modamsonneconshod:
e et [ | Gomnedions | ey wEs-TNEweb.xmi | eb webSphere: cell=connectionsNodedicell,node=connectionshode
Core UL wan ' Module | WebSphere:cell=connectionsNodediCell,node=connectionshads
- Multiple le-bookmarklet.war, WEB- web webSphereicell=connectionsMode0lcCell,node=connectionsNode
Bookrnark INFfweb. xml Module | webSphere:call=connectionsiadenicell,node=connactionsNaode
Search T - WebSphere:cell=connectionsNodel1Cell,node=connectionshads
mf Seedlist INFwab.?(m? ‘blags.war, Module | Websphareczli=conne ctionstiade01Call node=connactionsiode
serlet '

[ok] [ cancel

Ensure that both the webserver and the application server appear in the highlighted area.
Press OK
We now need to assign a task id for searching and an administrative ID for some of the features.

Click Security role to user/group mapping.
18]

File Edit “iew Favorites Tools Help | l';'
QBack ~ &)~ [ [2] _'Search - Favorites 441 | - B

Address I@ https: /flocalhost: 904 3 ibm/console/login, do?action=secure | G0 | Links ¥

1 ==

Integrated Solutions Console  Welcome wasadmin Help | Logeut :.

- Close page

view: [All tasks =1

e Enterprice Applcations 0N TE—

Guided Activities O Massages Field help
For field help information,

(B Seens A changes have been mads to your local configuration. ou can: olect o fiml bl oo

# Save directly to the master configuration. rmarker when the help

*‘Pi"caw" servers # Revizw changes before saving or discarding. cursor appears.

Web servers

& The server may need to be restarted for these changes to take)

WebSphere MG servers effect, Page help
More information about this

B applications pag

Enterprize Applications
Install Mew Application

Enterprise Applications > Blogs

Use this page to configure an enterprise application, Click the links to access pages for further

Resources canfiguring of the application ar its modules.

Security Configuration
E Environment

Mirtual Hosts

General Properties
Update global Web ssrver plug-in S Modules
cenfiguration # Marne
Manage Modules
WebSphare Warlables [elogs |
Ehared Libraries #pplication refarence validation Web Module Properties
Replication domains - -
[1s5ue wamings = Session management
Maming

Context Root For Web

Detail Properties
Madules

System administration
Target specific application status

JEP reload options for web
Startup behavior rmodules
wirtusl hosts

Users and Groups

Manitoring and Tuning
Application binsries

=) il Class loading and update dstection

Service integration Remote reguest dispstcher

properties

| Security rals to userfgroup mapping I

Last participant suppart extension

ool

References
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Click the search-admin check box

tegrated Solutions Console ternet Explorer - | =) 1[
File Edit Vew Favorites Tools Help | f
QBack ~ & - x] A _.\|):‘Saarch -~ Favatites €‘| - EB-L8
Address Ié:l https: filocalhost: 9043/ ibm)consoleflogin, do? action=secure Go | Links *
Integrated Solutions Console Welcome wasadmin Help | Logout ‘z:
) . cl
| viaw: IA” tasks ;|| Enterprise Applications ose page
Welcome Enterprise Applications ?-Whep ]
Guided Activities E Messages Field help
Select
Servers & changes have been made to your local configuration. You =
can:
A Page hel
B applications & Saue directly to the rmaster configuration, ge nelp
P h bef A di 4 Mare infarmation about
Enterpriss Applictions ® Review changes before saving or discarding, this oae
Install Mew Application A The server may need to be restarted for these changes to
take effect
Reszources
Secury Enterprise Applications > Blogs > Security role to user/group mapping
Environment Security role to user/group mapping
Syst dministrat
PRI KBTS 00 Each role that is defined in the application or module must map to a user or group
Users and Groups frarn the dornain user registry,
Menitering and Tuning Look up groups
& Troubleshooting
Seruice integration
select| Role Everyone? | All authenticated? | Mapped users | Mapped groups
upDI
r person r ™2
r sveryone ¥ r
adrin r r
search-admin | [ r
reader ¥ r
OK| | cancel
Click Look up users
tegrated Solutions Console icrosoft Internet Explorer |8 1[

File Edt Yew Favortes Toaols Help | A

Qrack » ) - ¥ 2] & | - Search - Favorites &%) | i B-O08

Address Iféj https: i localhost:9043fibm/conscleflogin. do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout
cl [=]
| View: |AH tache ;I Enterprise Applications ese pags [
Welcome e RIERET 7l
Guided Activities Bl Massages Field help
Far field help infarmation,
Servers & changes have been made to your local configuration. You celat 5 Fiald lobal o lict
— GEme rmarker when the help
El Applications ® Save directly to the master configuration, cursor appears.
N ® FReview changes before saving or discarding.
Install Hew Application & The server may need to be restarted for these changes to Page help
take effect More information about
Resourcas 4

B Security Enterprise Applications > Blogs > Security role to user/qroup mapping > Look up users

Enuironmeant oF groups

Specifies whether to look up users or groups.

System administration

50 ] GGG The following roles are mapped to the items in the salected list.
Monitoring and Tuning m search-admin
B Troubleshooting |:|

Serwice integration

To search for users or groups, enter a limit (number) and a search pattern (such as
upDI a*) and click Search:

limnit (nurnber of iterns)

20

Search String

I* Search

Select users or gqroups in the Available list, Move therm to the Selected list by clicking

Click Search
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Select a user to be used as the search administrator. In a production environment you should have a defined

File Edit “iew Favarites

Tools  Help

ser in your LDAP for this as a task ID. For a proof of concept or test environment you can use <wasadmin>.

u
Integrated Sol ns Console rosoft Internet Explorer

8] x

| &

Qeack - ) - 4] &l

0 ih i
- search - - Favorites &) |

-=E-UR

Address I@ https: fflocalhost:9043 fibm/console/login, do?action=secure

j Go | Links *

Integrated Solutions Conscle

Welcome wasadmin

‘ view: [All tasks

=

welcame

Guided Activities
Serwers

Bl applications

Enterprize Applications
Install Hew Application

Resources

Security

Environment

System adminiztration
Users and Groups
Manitoring and Tuning
[ Troubleshaoting
Seruice integration

upoI

Click OK

Help | Logout

Enterprise Applications
Enterprise Applications

B Messages
& changes have been made to your local configuration, You
can:
® Save directly to the master configuration.
® Review changes before sauing or discarding.

& The server may need to be restarted for these changes to
take effect,

Enterprise Applications > Blogs > Secus
or groups

Specifies whether ta look up users or groups.
The following roles are rmapped to the items in the selected list.

® search-admin

O

role to user/qroup mapping > Look up users

To search for users or groups, enter a lirmit (nurnber] and a search pattern (such as
2*) and click Search:

lirnit (nurnber of itarns)

20

Search String

m

Search

Select users or groups in the Available list, Move them ta the Selected list by dicking
==

Available: Selacted:

wasadrmin

wazsadrin
domadmin
caspar.craven
jon.mell
edward, charvet

Check the user has been added to the Mapped Users column

crosoft Internet Explorer

File Edt “ew Favorites

Tools  Help

O E-Ea

Close page [&

Field help

For field help information,
selact a field label or list
rmarker when the help
cursor appears.

Page help
More information about
1l

Qe -0 - K @ &

' search

- Favorites £ |

B0

Address Iféj https:/flocalhost: 9043 ibmyconsole/login. do?action=secure

Integrated Solutions Console

Welcome wasadmin

‘ view: [All tasks

=]

Welcome
Guided Activities
Seruers
E applications

Enterptise Applications
Install Mew Application

Resources

Secutity

Environment

System administration
Users and Groups
Monitoring and Tuning
H Troubleshasting
Serwice integration

upoIt
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Help | Lagout

Enterprise Applications

Enterprise Applications 7 Qe ]

E Messages

M Changes have been made to vour local configuration. You
can:

® Saue directly to the master configuration,

® Review changes before saving or discarding,

& The server may need to be restarted for these changes to
take effect,

Enterprise Applications > Elogs > Security role to user/group mapping

Security role to user/group mapping

Each role that is defined in the application or module must map to a user or group

fram the domain user registry

Look up users

Look up groups

Select| Role Everyone?  All authenticated? | Mapped uszers | Mapped groups
[T person r ¥

[ | everyone ~ r

I~ | admin r r |

[T | search-admin| [~ r wasadmin |

| reader ~ r N i

trovus

Rewarding dialogue

Close page

Field help

For field help information,
select a field label or list
marker when the help
cursor appears,

Page help
Maore inforrmation about
thiz page




Select the admin check box

Integrated Solutions Consol rosoft Internet Explorer

Ele Edit View Favorites Tools Help |
QBack ~ (2 - [x] [2] :,\J|):'Saarch ' Favorites 41 | = w2 L) i

Address IE https: flocalhost: 90435 ibmfconsoleflogin. do?action=secure

Integrated Solutions Console Welcome wasadmin

Help | Lagaut

I
| View: IA” tache ;I Enterprise Applications oze page
Welcome Entarprise Applications P Wity
Guided Activities Bl Messages Field help
Select
Servers v changes have been made to your local configuration, vou
can:
. Page hel
Bl Applications # Szve directly to the master configuration, o v
P h bef di di Maore information about
Errro AepliesEens * Review changes before saving or discarding. this oage
Install Mew application A The server may need to be restarked for these changes to
take effect
Resources

.

B Security Enterprise Applications > Blogs > Security role to user/group mapping
Envirenment Security role to user/group mapping
System administration

Each role that is defined in the application or module must map to a user or group
Uszerz and Graups gistry,

Manitaring and Tuning Look up users r Look up groups
B Troubleshacting
Sarvice intagration
Select| Role Everyane? All authenticated? | Mapped users  Mapped groups
upoI
™ | person r ¥
[l sveryone = O
1= admin [ O
- zearch-admin | [ [ wazadmin
[l raader I O

[ok| | cancel

Click Look up users
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Select a real person who will perform administrative tasks, and not a task ID as per search-admin

File Edit Yew Favorites

tegrated Solutions Consol;

Toals

rosoft Internet Explorer

&=

Help

[
uJ

@Bk ~ ) - (] [2]

D | ) Search ; Favarkes &% |

-aB-08

Address Iﬁj https: }flocalhost 9043 ibmjconsaleflogin. do?action=secure

Integrated Solutions Console

Welcome wasadmin

Help | Logout

‘ Wiew: [All tasks

Enterprise Applications

Welcome
Guided Activities
Seruvers
& applications

Enterprize Applications
Install Mew Application

Resources

Security
Envirenment

System administration
Users and Groups
Manitoring and Tuning
M Troubleshooting
Service integration

upprI

Click OK
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Enterprise Applications

B Messages
Ay changes have been made ta your local configuration. You
cani
® Saus directly to the master configuration.
® Review changes before saving or discarding.

% The server may need to be restarted for these changes to
take effect.

Enterprise Applications > Blogs >
or groups

Security role to user,

roup mapping > Look up users
Specifiss whether to look up users or groups.

The following roles are mapped to the iterms in the selected list

® admin

]

Close page [

3l il ——
Field help
For field help information,
select a field label or list
marker when the help

Page help
More infarmation about
this page

To search for users or groups, enter a limit (number) and a search pattern (such as
a*) and cick Search:

lirit (rurnber of iterns)

20

Search String
n

Search

Select users or groups in the Available list. Move them to the Selected list by dlicking
2,

Available:
wasadrin
dormadmin
caspar.craven
jon. mell
edward.charvet

Selected:

[fon. el
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Check both the task id has been mapped to search-admin,
admin

Integrated Solul

osoft Internet Explorer

and the administrative user has been mapped to

==

File Edit Wiew Favorikes Tools  Help

|.:
J

oBack S |:] E] .\ ,':" Search - Favorikes {¢‘| T g = - J ﬁ

Address I@_.] https:fflocalhost 1904 3fibm console/login, do? action=secure

Integrated Solutions Console

Welcome wasadmin

]

Help | Lageut

| View: IA” Tashe Enterprise Applications

Welcome Enterprise Applications

H Guided Activities B Messages

Servers v Changes have been made to your local configuration. You
can;
Bl Applications ® zave directly to the raster configuration,

Enterprise Applications ® FReview changes before saving or discarding.

B The server rmay need to be restarted for these changes to
take effect,

Install Mew Application
Resources

B Security Enterprise Applications > Blogs > Security role to user/group mapping

Environment Security rale to user/group mapping

B 5yst dministrati
S SIS0 Each role that iz defined in the application or module must rmap to 3 user or group

Users and Groups from the demain user registry.

Manitoring and Tuning Look up users Look up groups

Troubleshooting

Service integration

Select| Rale Eueryona? | All authenticated? | Mapped users  Mapped groups
ucol
O perzan r I~
T | everyone =2 r
[ adrmin - - jon.mell
[~ | search-admin | [T r wasadmin
O raader = r | |

[ok| _cancel

Click OK

Go | Links **

Close page

Field help
For field help information,
select a field label ar list
rmarker when the help
cursor appasrs.

Page help
More information about
this page

rosoft Internet Explorer

File Edit Vew Favorites Tools Help

Qeack - &) - [¢] 7] =20

' Search - Favorites 40 |

Address |g“| https:fflocalhost: 904 3ibmjconsole//login, do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout
‘ View: IA” tasks _” Enterprise Applications
Welcome Enterprise Applications

[ Guided Activities Bl Messages

Seruers % Changes have been made to vour local configuration. You

Bl Applications rectly to the raster configuration.

Eraprien Appliesons changes before saving or discarding.

A The carver may nead to be restarted for these changes to
take effect,

Install Mew Application
Resources

Security Enterprise Applications > Blogs
Enviranment Use this page to configure an enterprise application. Click the links to access pages for
——— further configuring of the application of its modules.

Users and Groups Configuration
Monitoring and Tuning

Troubleshoating

Click Save

General Properties Modules
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Close page

Field help

For field help information,
select a field label or list
marker when the help
cursor appears,

Page help
More informnation about
this page

command Assistance
Miew administrative

scripting cormrnand for last
action

vl




Repeat the Manage Modules and Security role to user/group mapping steps for
e Activities (search-admin role only),
*  Communities, (search-admin and admin roles)
e Dogear, (search-admin role only)
* Homepage (admin role only)
*  Profiles (search-admin and admin roles)

When on the Manage Modules screen ensure that all check boxes are selected and both the webserver and the
application server are selected under Clusters and Servers.

Ensure you press Apply before OK and that the webserver and the application server are listed under the
‘Server’ column for each module.

Ensure that you click Save at the end of the process.



Configure Search

Click Security, then Secure administration, applications and infrastructure on the left hand side.

43 Integrated Solutions Console - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools Help

eEack N B |ﬂ @1 }l ) Search - Favorites (‘ll - LB ﬂ
Address I@ https: filocalhost: 904 3fibmyconsale/login.do?action=secure j Go Links
Integrated Solutions Console Walcome wasadmin Help | Logout

Close page

| Views: |AH take Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure

Welcame
- -
Guided Activities Secure administration, applications, and infrastructure
El Servers The applicstion serving enwironment is corpletely secured when sdministrstion is restricted, The applications and the infrastructure th

Aprlizeion seas supports the administration and applications also are secured,

Web servers Configuration
WebSphere MG servers
B applications

Enterprise Applications

Install Mew Application | Security Configuration Wizard | Security Configuration Report
Resources Administrative security Authentication
Bl gecurity ¥ Enable administrative security © Administrative User Roles [T Use dormain-qualified user names
= - Py Administrative Group Roles -
Secure adminiztration, applications, and Web security
infrastrucrure
S5L certificate and key management Application security RMI/IIGP secutity
Bus Security ¥ Enable application security Javs Authenticstion and Authorization Service}

Bl Environment Application logins

Java 2 security

Wirtual Hosts
I Use Jzva 2 security to restrict application access to local resources

Update glohal Web server plug-in
configuration [T warn if applications are granted custorn permissions
Websphere Wariables
Shared Librarizs

Authenticstion mechanizms and axpiration

[T Restrict access to resource authentication dats
- . External authorizatinn providers
Replication domainz User account repository Custom aropertias
. Lustom properties
Naming Currert realm definition

Federsted repositories
System adminiztration &

Auailable realm definitions
[Federated repositaries = | configure Set as current

Users and Groups

Maonitoring and Tuning
Troubleshooting

Service integration Apply | | Reset

(]euby

Click Java Authentication and Authorization Service on the right hand side and then J2C authentication data.
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alntegrated Solutions Console - Microsoft Internet Explorer - |E'|L[

Fle Edit ‘iew Favorites Tools Help | /8

@Bk = £ - [x] (2] :‘|,'Search - Favories €“| e BB

Address |§‘| https: iflocalhost: 904 3fibmf consoleflogin.do?action=secure G0 Links **

. [
Integrated Solutions Console Welcome wasadmin Help | Logout m :

| Views: IA” tasks = Secure administration, applications, and infrastructure Close page
Welcome nd infrastructu Help ]
Suid] A Secure administration, applications, and infrastructure » JAAS - 12€ authentication data Field help
For field help information,

E Servers Specifies a list of user identities and passwords for Java(TM) 2 connector security to use, select a field label or list
Application servers praferencas marker when the help
A cursor appears,

WebSphere MG servers New| | Delete Page help
More informstion sbout this
B applications oo *i@ ane
Enterprize Applications
B GRS select Alias & User ID 7 Description &
Inztall Mew Application
r activitieslaasAuth db2adrnin Jmas Alias for DataSource

Resources activities

Bl security blogslanssuth db2adrnin Jmag Alias for DataSource

blogs
Secure administration, applications, and
- ———— cornrnunitie s 1AAS Auth dbzadrnin Jaas alias for DataSource

comnmunities
S5L certificate and key management

Bus Security dogearlassauth dbzadmin Jans alias for DataSource
dagear
B Environment dominoAdmin activities JaaS Alias for Domino

Yirtual Hosts server access for Activities

Update global Web server plug-in homepageliisauth dbzadmin JaAS Alias far DataSource
confiquration homepage

WebSphere Warisbles profilesJARSAULh dbZadrnin JAAS Alias for DataSource
Shared Libraries profiles

Replication domains

Maming

searchadtivitesAliazUser JAAS Alias for Hommepage
Activities search

sesrchBlogsalias searchBlogsaliasUser JAms Alias for Homepage

System administration Blogs search

Users and Groups sesrchCommunitiesalias searchCommunitiesAliasUser | JAAS Alias for Homepage
Cornmunities search

Maonitoring and Tuning

sesrchDoge aralias searchDogearaliasUsar Jaas Alias for Homepage

[ Troubleshooting Dogear search

searchProfilesalias searchPrafilesaliasUszer Jass alias for Homepage

Service integration
dl Profiles search

uoDI

a|o|o|aja|jaaja|o|ao|a|a

smotpAdrin dbzadmin Jans Alias for SMTR server
access for Activities

Total 12

Click searchActivitiesAlias.

Change the UserlD to the user you mapped to the search-admin role for Activities (eg <wasadmin>)

Enter the password for this user

tegrated Solutions Console - Microsoft Internet Explorer |7 x
File Edit view Fawvorites Tools Help | ",'
QBack - ) - [x] (2] N | | Search - Favorites 44 | - = - i
</ 2] | A - £ =1 s
Address I@I https:fflacalhost:904:3/bm/consaleflogin. daraction=secure - Go | Links >
[ NS
‘ View: IA” tache ;I Secure administration, applications, and infrastructure Close page
Welcome ] ations, and infrastructurs Help -]
Oufidad Ao Secure admi ion, applications, and infrastructure > JAAS - 12 authentication data > Field help
= search Activities Alias For field help information,
SR select = field label or list
Application servars Specifies a list of user identities and passwords for JavalTM) 2 connector security to use, marker when the help
Web servers Configuration fursar appasrs
WebSphere MG servers Page help
More information about this
Bl applications page
X General Properties
Enterprize Applications
Install Mew Application + Alias

[s2archactivitiasalias

E Resources
+ User ID

Bl Security searchActivitesAliasUser

Secure administration, applications, and &
infrastructure Passward

S5L certificate and key management

Bus Security Description

1445 Alias for Homepage Act

Bl Enviranment
Wirtual Hosts

Update global Web server plug-in spply | ok | Reset | | cancal |
confiquration

WebSphere Varlables
Shared Libraries

Replication domains

E Maming

Click OK.
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Repeat the process for searchBlogsAlias, searchCommunitiesAlias, searchDogearAlias and searchProfilesAlias.
Note there is no alias for the home page as it is not searchable.

When you are finished the JAAS — J2C authentication data screen should look something like this

alntegrated Solutions Console rosoft Internet Explorer =3 x
Fle Edit ‘ew Favorites Tools Help ‘ ;','

OBaEk Ay 1'] E‘] o - search ¢ Favorites % | T B =R ;,b

Address I@ https: ) localhost: 9043 ibrmjronsoleflogin.do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout

£2»Changes Nave DEEn Made To0 Your 19031 CONTIQUFETIoON. You cant
| view: [All tasks Ea| ® szue directly to the master configuration.

Welcome # Review changes before saving ar discarding,

@& The server may need to be restarted for these changes to take
Guided Activities -y

Field help

For field help information,
zelect a field label or list =

B Servers

i rmarker when the help
Application servers Secure ads -ation, licati and infrastructure > JAAS - 12C authentication data cursar appears.
Web servers
e — Specifies a lisk of user identities and passwords for JavalTM) 2 connector security to use, Page help
= Preferences Mote informstion sbout this
Applications pane
N Delet
Enterprize Applications e Bl
Install Mew Application o
Resources - -
Select| Alias o User 1D 3 Description
B securi
& | adtivities)aasauth dbzadmin 145 Alias for DataSource
Secure administration, applications, and activities
infrastructure ) .
| Ebleasiasssuth dbz2admin JA#s Alias for DataSource
550 certificate and key management blogs
Bus Security
| =emmunities)asssuth dbzadmin Jams Alias for DataSource
B Environment cemmunities
Vit oo - | degesnassauth dbzadmin f;::;se:rhas for DataSource
Update global Web server plug-in
configuration - | dominoadmin activities 145 Alias for Domina
webSphers Variables server access for Activities
Shared Libraries [ |homeosgelmasauth db2admin JA#S Alias for DataSource
Replication domains homepags
Warming | erofilesisnsauth dbzadmin Jams Alias for DataSource
profiles
System administration r searchActivitiesAlias wazadmin Jass Alias for Homepage
Activities search
Users and Groups I -
[~ | zearchBlogsalias wasadmin 145 Alias for Homepage
[ Menitoring 2nd Tuning Blogs search
Tronlelemmmg [ |zsarchCommunitiesaliss wasadmin JAAS Alias for Homepage
Cormnmunities search
- | -
[ Service integration [~ |searchDogesralias wasadmin 1AA5 Alias for Homepage
UEEn Dogear search
[~ | zzarcherofilesalias wasadmin Ja4S Alias for Homepage
Profiles searc
M |=mteAdmin dbzadmin Jans Alias for SMTP server
access for Activities
Total 13
-

Click Save.
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From the command line and navigate to

<wasinstall>\profiles\AppSrv01l\bin (eg C:\WebSphere\AppServer\profiles\AppSrv01l\bin)
and run wsadmin

Do not run this command from <wasinstall>\bin
If asked to log in use <wasadmin>

Run the following command (one single command with no line breaks). Note this command, including
<ConnectionsServer> is case sensitive. If you used the Typical or Custom install method then
<ConnectionsServer> needs to be the server where you installed the Home page feature.

$AdminApp install "\${WAS INSTALL ROOT}/systemApps/SchedulerCalendars.ear" {-
systemApp -appname SchedulerCalendars -cell <hostname>Node(0lCell -node
<hostname>Node(0l -server <ConnectionsServer>}

Then type $AdminConfig save

C:~WebhSpheresAppServersbiniusadmnin

WASHY28?2] : Connected to process "serverl' on node connectionsMNodeBl wsing SOAP c
onnector; The type of process is: UnHanagedPrucess

WASX78291: For help. enter: "SHelp help

wsadmnin *3Adminfpp install “s5{WAS_ IHSTHLL _ROOT> systemApps SchedulerCalendars.ea
r'" {—syztemfApp —appname SchedulerCalendars —cell connectionsHodeB1Cell —node con
nectionsNodedl —server Connections?

ADMASBE161: Installation of SchedulerCalendars started.

ADMASABAS5I : The application SchedulerCalendars iz configured in the WehSphere App
lication Server repository.

ADMASAL11I: The cleanup of the temp directory for application SchedulerCalendars
iz complete.

ADMASAL3I : Application SchedulerCalendars installed successfully.

wsadmin*SAdminConfig save

wzadmin >

Type quit



Run wsadmin —lang jython
Note all commands here are case sensitive
Type

execfile('homepageAdmin.py’)

szadminexecfile <’ homepageAdmin.py” >

o0 Homepage services found

omePage Configuration Environment initialized
Type

HomepageCellConfig.checkoutConfig('c:/', '<hostname>Node0lCell')

wzadmin>*HomepageCellConfig.checkOutConfig{'c:/’ .'connectionzMode@1iCell’ >

Homepage Cell level configuration file successfully checked out
wsadmin >

You will now set the time to run the indexing service for search. You can index different features at different
times. For example, Activities which changes frequently can be set to be indexed every few hours whereas
Profiles might be done overnight.

You need to use the CRON format to set the time.

Type:
HomepageCellConfig.addTask(“<taskname>",”<start time in CRON format>",”<start by
time in cron format>",”<features to search>")

Where
<taskname> is an arbitrary string defining this task — eg DailyAtlam
<start time in CRON format> is the start time — eg Monday to Friday at 1am would be “0 0 1 ? * MON-FRI”

<start by time in CRON format> is the time when the task should be cancelled if it has not started. This prevents
tasks from queuing up. For example, this string would cancel the index if it hadn’t started by 1:10am “0 10 1 2
* MON-FRI”

<features> is a comma separated list of features for the task to search, eg “activities, blogs”
For example, this adds a task to index all features at 1am Monday-Friday

HomepageCellConfig.addTask("dailyAtlam","0 0 1 ? * MON-FRI", "O 10 1 ? * MON-FRI",
"activities,blogs,communities,dogear,profiles")
wzadmin*HomepageCellConfig. addTask{"dailyfitiam™."@ @ 1 ? = MON-FRI". "@ 1@ 1 ?

MON-FRI". "activities.hlogs.communities.dogear.profiles')
Loading schema file for validation: sc:/ homepage—config.xsd

c:/homepage—config_CHAMGED_.xml i= valid
wzadmin >

As another example, this task will index all features every 5 minutes (not recommended for a high volume
production system!)

HomepageCellConfig.addTask("every5minutes","0 5/5 0-23 ? * MON-FRI", "0 11/5 0-23 ?
* MON-FRI", "activities,blogs,communities,dogear,profiles")

Google CRON if you need any help with the format!



Type HomepageCellConfig.checkInConfig()

Using configuration arguments =
workingDirectory: c:/
cellHame: connectionsHodeBd1Cell
nodeHame : Hone

zerverMame: Mone
Loading schema file for wvalidation: ~c:-/shomepage—config.xsd
c:shomepage—config.xml is valid
Homepage cell level configuration file successfully checked in
wzadmin>

Type quit. Note that search will not work until this task has run for the first time.



Map virtual hosts

This step is only required if you used a Typical install and created multiple WebSphere servers on a
single profile.

Click Environment -> Virtual Hosts on the left hand side

Integrated Solutions Console

osoft

ternet Explorer

File Edit Yiew Favorites Tools Help
QBack ~ ) - [ A :J|/I:] Search ¢ Favorites 421 | (=~ P B-0) i

Address I@ https: localhast: 2043 bmfconsoleflogin.do?action=secure

Integrated Solutions Console welcome wasadmin Help | Logout

| view: [2ll tasks = Wirtual Hosts Cloze page
Heleems — ?-Mhele |

Guided Activities Virtual Hosts Field help
For field help information,
S select a field label or list
marker when the help

curser appears.

Use this page to create a virtual host with a unique set of Web sccess ports, Such a
configuration lets a single host machine resemble multiple host machines. Each virtual host has
a logical name and a list of one or more domain name system (DHS) aliases by which it is
Enterprize Applications known.

Inztall Mew Application Preferences Page help

Mare information about this

Resources Mew| Delete page

Security

B applications

A=
3

B Enviranment

Select| Name 2

Web server plug-in il admin_haost

configuration

WebSphere Variables r default host
Shared Libraries
Replication domains Total 2

Maming

Systemn administration

Hl ilcarc and @rauns

Click default_host

File Edit “ew Favorites Tools Help

eEack L Iﬂ @ ,\J | ) search < Favorites 441
Address IQ https:{ flacalhost: 3043/ bm | console lagin. doPaction=secure

Q- B-0 58

Integrated Solutions Console Welcome wasadmin Help | Logout

| View: [All tasks = Wirtual Hosts

Close page

peleeme — ?_MHelp ]

Guided Activities

Virtual Hosts > default_host Field help

For field help information,
selact 2 fiald labal or list

Sarvers Use this page to create s virtual host with a unique set of Web access ports, Such s

— corfiguration lets a single host machine resemble multiple hast machines, Each virtual host has matker when the help
Bl Applications = logical name and a list of one or mare domain name system (DMS) aliases by which it is cursor appears.
Enterprise Applications known,

Install Mew Application Configuration Page help

More information about this
Resources pade

Security

General Properties Additional Properties
B Envirenment
# Marne

wirtual Hosts [@efackhost ] Host Aliases

Update globsl Web server plug-in MIME Tupes
configuration

WebSphere Variables apply | o] [Reset | | cancel |

Shared Libraries

Replication domains
Maming

[ R I S
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Click Host Aliases

tegrated Sol
Edit

Eile:

Yiew Favorites  Tools

Help

ns Console - Microsoft Internet Explorer

EIET

| &

Qred - 0 - % )

i

A ‘ ' search ¢ Favorites 471 |

- B-068

Address Iﬁj hittps:)flocalhost: 9043/ ibm/console/login, do?action=secure

Integrated Solutions Console

¥elcome wasadmin

‘ view: [All tasks

=]

Welcome
Guided Activities

Seruers

| Go Links **
r =

Help | Logout
Wirtual Hosts Close page
Virtual Hosts 7Moo ]
Virtual Hosts > default host > Host Aliases Field help

Use this page to =dit, create, or delete a dornain name systern (DNS) alias by which the virtual

For field help information,
selact a fiald Iabel or list

hast is known, rmatker when the help

cursor appears,

E applications
i i Preferences
Enterprise Applications

o Page help
Install Mew Application New Delete
e [ew| [ pelete | More information abaut this
[ Resources aaas

Bl
Security

Select| Host Name £ Part 3
El Envirenment
Il 3080
Wirtual Hosts
Update global Web server plug-in e 20
configuration
WebSphere Variables O |* 9443
Shared Libraries
Replication domains | Soso0
Marning - . [—
System administration
O |* 443
Users and Groups
3 9082
B Monitoring and Tuning o |=
Troubleshaoting | 9445
Service integration Total 8

uooI

For each Lotus Connections feature (Profiles, Dogear, Blogs, Activiites, Communities, Homepage) click new.

The Host name is the feature name (eg Activities). The port is the port shown in the Feature access URL shown
at the end of the Connections installation.

If you chose a Compact install these port numbers will all be the same and this step will not be
necessary.

Generate Plugin

Click Servers -> Web Servers on the left hand side. Select the webserver1 check box

” . w |
File  Edit Help | :,

Qe -0 -4 & & -LB-08
iIPh

Wiew  Favarites  Tools

):‘Search == Favorikes & ‘

Address I@l https://localhost: 9043/ibm/console/login,do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout

Web servers

Close page

7 - el

=l

| View: [All tasks

Welcame Weh servers

Guided Activities Web servers

Bl Servers Use this page to view a list of the installad Web servers,

Application servers Preferences m
cu
| rrr.
O . a5 Generate Plug-in Propagate Flug-in | New|  Dalets Templates... | start| step| | Terminate

| [
Bl Applications L[4

Entarprise Applications
B B select Mame £ wab server Type Node 3 wersion £ Status ¢

Inztall Mew Applicatian

webserverl IBM HTTP Server connecionsMode0l Base £.1,0,12 [ ]

Resources

Security Jotsl1

Bl Environment
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Click Generate Plug-in
Select the check box again and click Propogate plug-in

Click Environment -> Update global Web server pliug-in configuration
18]

File Edit Yiew Favorites Tools  Help | -
QBack = ) - [x] &) - /':‘Sear[h - Favorites & ‘ v = - "l

Address Iﬁ:l https:{lacalhost: 9043 ibmjconsoleflogin.do?action=secure

Integrated Solutions Console Welcome wasadmin Help | Logout
| e IA” Tache ;I | Update global web server plug-in configuration
Welcome Update global Web server plug-in configuration help ]
Suid] Asieizes Update global Web server plug-in configuration Field help
Far field help information,
E Servers Use this page to create or update a global plug-in configuration file for a cell, The settings in select a field label or list
P S — this configuration file are bazed on the topology of the cell. The Web server plug-in marker when the help

configuration file contrals whether an application seruer or the Web server handles user
requests. You must regenerate this global plug-in configuration file whenever you change the
WebSphere MG servers configuration settings for an application server, cluster, Web container transport, or virtial host

curzor sppears,
Web servers

Page help
alias that is cantained in the cell, You must also regenerate this file whenever you add a new ) ) )
N . N N Maore information about this
Bl Applications application server, custer, Web container transport, or virtual host alias to the cell. The global clors Infermation Seut Hhis
plugin-cfg.xml file is placed in the %was_profile_hame%/confia/cells directory, This g3z
Enterprise Applications configuration file includes the URIs for all of the applications that are deployed in this cell, If
P e S — your Web server is located on a remote machine, you must manually mave this plug-in

configuration file to that machine.
Resources Click OK to update the plug-in configuration file.

Security

B Environment OK| | Cancel

icanfiguration
T e

Shared Libraries

Renliratinn dnmains

Click OK
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Backup and then edit the LotusConnections-config.xml file found in:

<wasinstall>\profiles\AppSrv0l\config\cells\<hostname>Node0lCell\LotusConnections-
config

Note AppSrv01 will be different if you have used custom profiles.
Save a backup version of this document
There will be an <sloc: entry for each feature (Blogs, Communities etc.)

Within the entry there is an href and ssl_href for each feature with a URL. This URL will have a port number — eg
http://<hostname>:9082/activities and https://<hostname>:9445/activities

Change both URLs so that the port information is removed and they look like:

http://<hostname>/activities

https://<hostname>/activiities

and repeat for all other features.
Essentially wherever there is a URL in this document with a port number you should remove it.

Save and close this file.

Click Start -> All Programs ->IBM HTTP Server v6.1 -> Stop HTTP Server
Click Start -> All Programs ->IBM HTTP Server v6.1 -> Start HTTP Server

From the command line navigate to

<wasinstall>\bin (eg C:\WebSphere\AppServer\bin)and run

and run
stopserver serverl —username <wasadmin> -password <wasadminpwd>

stopserver <connectionsserver> —username <wasadmin> -password <wasadminpwd>

Then run

Startserver <connectionsserver>

If you installed Connections across multiple servers using the Typical or Custom method start these servers too.
Then open a browser to <connectionshome>

Log in using the user that you mapped to the admin roles for Homepage and Blogs



You should see a page that looks like this

16M Lotus Connections Home Page icrosoft Internet Explorer - |ﬁ||£|
File Edit Wiew Favorites Tools Help ‘ #
Qoack ~ ) ~ [x] 2] n | ) Search ¢ Favorites 6| (A~ da
Address @ http: ffconnections . trovus. co.ukfhomepage)webfgetuserpref j Go | Links >
. . . -
(L1108 Connections Frofiles  Communities  Blogs  Dogear  Activities Jon dell | Help | Logout —

e

Home Updates

Search Adn i

< DRAG THE WIDGETS TO
ADD THEM TO THE PAGE.

Welcome to IBM Lotus Connections

Wigw up-to-the-minute information from your colleagues, blogs, and communities, and arrange the , (iJ
display of information to suityour preferences

Profiles # 2 2|0 x Activities | 22|06 x
My Profile ~ My Activities ¥
Jon Well | profile | edit + June 2008+ Wednesday, June 18,
s MTwTF 5 | 2008 L
Tel(Office): 1 23456 7

& aini1121a 14 [*] 0 new responses to your
E-mail: jon.mell@trovus. co.uk
! @ 15 1617181020 21 PSS

22 2324352527 28  [E View new entries inyour
29 30 high priority activities
Search By:lNamej E () My Activities

2007 2008 2009

Blogs | £ | 7| 0| x

A Unable to display widget data. Dogear | F| 2|0 x

Recent Bookmarks ~

. There are no bookmarks in this

Click here for more details _—J‘J view =
a http://connections. trovus, co. uk/profiles ’_’_’_’_’_ & Internet
The blogs feature needs configuring. Click Blogs at the top of the page.
<} Blogs: icrosoft Internet Explorer - 81|
File Edit Wew Favorikes Tools  Help | #
oﬁack - e b E @ @ | pSearch gﬂ?Favnrltes £ ‘ @v & =
Bss I@ http:ffeonnections, trovas. oo, ukfblogs! 0 Links **

o}

\Welcome to Blogs!
Follow these steps to finalize your Blogs installation

» Create a hlog

Befare you can start blogging, you need o create atleast one blog. Just soyou know, you can create as many as vou want
Each user can have multiple blogs and each blog can have multiple authors.

Click New Blog Creation Page
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Enter a name and a handle and change the theme to homepage

File Edit Wiew Favorites Tools  Help ‘@'

oBack - e e B @ .f:j | ,OSaarch %Favnrites Eol

Create Blog
Mame: |El|0g The narme of your blog will display atthe top of vour blog page and in
Trequired) the title field of vour blog's newsfeed. (Maximum lenath: 255
characters).

Description: | The blog description may display at the top of vour blog {depending
an the blog theme) and itwill be used in the description or subtitle
field of your newsfeed. (Maximurm length: 255 characters).

Blog tags: | | Atagis a keywoard thatis used to categorize a blog. Enter tags that

e will tell readers what vour blog is about
Handle: Ih“Jg I Enter a ane word name far your alog to be used in the URL far the

{required) blog. Only characters in A%, a-z, 0-9 are allowed
URL: hitpifeonnections trovus co ukblogsblog
Timezone: | Eurape/Landor - United Kingdom j Specify the time zone for this hlog.
Theme: |h0mepage j The theme is the collection of templates that controls the look and
layout of the hlog. You can change the theme later without affecting
= L — content.

Click Create Blog
151 x]

File Edt “iew Favorites Tools Help | ”
@Bk - )+ [x] [2] {h | - Search ¢ Favorites &% | L§ - B
Address IE http:/fconmections trovus.co,uk/blogs/raller-uifcreatewWebsite .do j Go | Links **
J Connections Home  Profiles  Communities m Dogear  Activities Jon Mell | Help | Log out —
B|OgS Browse Blogs My Blog My Updates Administration
|E Mews blog [blog] has been successiully created. Actions
Select a blog to edit, manage, or configure. 1 Create new blog
&3 Blo Feel ke you've got more to say?
9 ﬂ Hew Entry Maybe anather blog is what you
Author: Jon hell need.
[ Setthis blog to be your primary blog | Server administration
Make site-wide acministration
changes.
Click Administration.
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Enter the handle of the blog you just created in Handle of blog toserver as frontpage blog.

a Blogs: Blog Configuration - Microsoft Internet Explorer - |ﬁ||1|
File Edt Wew Favorites Tools Help | -?
QBack ~ ) - [¢] &) | _smearch - Favorites £ | H- B
Address I@ http:ffronnections. trovus.co. ukfblogs/raller-uif admingrollerConfig. dofmethod=edit j Go | Links >
(L1058 Connections Home  Profles  Communities m Cogear  Activities Jon Mell | Help | Logout  —
Blogs BrowseBlogs | MyBlog | MyUpdates [T CICE L0
s Change site-wide configuration seflings
Configuration Changes you make here apply to the entire site. Changes are made as soon as you save; no server restart is required
EllogE Il Site settings
Comments
Site narme {for main page and feed): IEI\ogs
Flagued Content
Cache Info Shart name (shawn in gite hanner): IEHUgs

Site description (for main page and feed): I

Tips
Handle of blag to serve as frontpage blog: |h|Dg
New Administrator?

Enahle active content filtering: I~

» Learnmaore ahout

social netwarking Autormatic save when editing (minutes): |15
» |deas onwhat content

Click Save

Log out and log back in and the blogs widget on the homapage should now say that no blog entries are available
rather than “unable to display widget data”.
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